INLT/N\]

Super WiFi

ALTAI C1TN SERIES
WIFI AP/CPE

WEB-ADMIN
CONFIGURATION
MANUAL

Version 1.3
Date: January, 2016

Altai Technologies Ltd. All rights reserved




C1n Series WIFI AP/CPE Web-admin Configuration Manual
INLTIN\I]
Super WiFi TPS15-003 rev1.3

Copyright © 2015 Altai Technologies Limited
ALL RIGHTS RESERVED.

Altai Technologies Limited
Unit 209, 2/Floor,

East Wing, Building 17
Hong Kong Science Park,
Sha Tin, New Territories,

Hong Kong

Telephone: +852 3758 6000
Fax: +852 2607 4021

Web: www.altaitechnologies.com

Customer Support Centre:
Email: support@altaitechnologies.com

Radio Frequency Interference Requirements

This device complies with Part 15 of FCC Rules.
Operation is subject to the following conditions:
1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference
that may cause undesired operation.

3. This device should not be co-located or operating in conjunction with any
other antenna or transmitter.

Interference Statement

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed fo
provide reasonable protection against harmful interference in a residential installation.
This equipment generates uses and can radiate radio frequency energy. If it is not
installed and used in accordance with the instructions, harmful interference to radio
communications may be caused.

However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is
encouraged to fry to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.
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- Connect the equipment info an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: To assure confinued compliance, (example — use only shielded
interface cables when connecting to computer or peripheral devices) any changes
or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate this equipment.

Warning

The user is advised to keep away from the base-station and antenna with at least
45cm when the base-station is in operation.

Please install a lightning arrestor to protect the base station from lightning dissipation
during rainstorms. Lightning arrestors are mounted outside the structure and must be
grounded by means of a ground wire to the nearest ground rod or item that is
grounded.

Disclaimer

All specifications are subject to changes without prior notice. Altai Technologies
assumes no responsibilities for any inaccuracies in this document or for any obligation
to update information in this document. This document is provided for information
purposes only. Alfai Technologies reserves the right to change, modify, fransfer, or
otherwise revise this publication without nofice.
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Manual Conventions

Bold type within paragraph text indicates commands, files names,

Bold .
directory names, paths, output, or retfurned values.

Within commands, italics indicate a variable that the user must specify.
Italic
Titles of manuals or other published documents are also set in italics.

Underline means that you have to pay attention to the words.

Courier The courier font indicates output or display.

Within commands, items enclosed in square brackets are optional
parameters or values that the user can choose to specify or omit.

[]

Within commands, item enclosed in braces are options which the user

{ must choose from.
| Within commands, the vertical bar separates options.
An ellipsis indicates a repetition of preceding parameter.
> The right angle bracket separates successive menu selection.

NOTE: This message denotes neutfral or positive information that calls out
important points to the text. A note provides information that applies only in special
cases.

A Caution: Cautions call special attention to hazards that can cause system
damage or data corruption, to a lesser degree than warnings.

@ Warnings: Warnings call special attention to hazards that can cause
system damage, data corruption, personal injury, or death.

Altai Technologies Ltd. All rights reserved
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1. Introduction

This manual is to summarize how to perform basic configuration for the Altai Cln
Series AP/CPE through web-admin interface. C1n Series AP/CPE includes 4 product
models: Cln, C1xn, Clan and Clxan. They are all single-band WiFi AP/CPE: C1n and

C1xn work at 2.4GHz band, Clan and C1xan work at 5GHz band.

2. C1n Series Model and Firmware Version

This manual is applicable for the following models, hardware and firmware versions:

Hardware Firmware
Product hame Model No. ]
Version Version
Cln WATO11N-G Above V1.1 1.2.6.X
Clan WATOT1TN-A Above V1.1 1.2.6.x
C1xn WATOTTN-GX Above V1.1 1.2.6.x
Clxan WATOTTN-AX Above V1.1 1.2.6.x

Table 2-1 C1n Series Model

3. Getting Started
3.1. Setup Local Area Connection on Your PC

C1n Series AP/CPE can be connected to your PC in wired mode or in wireless mode.
In the following, wired mode will be infroduced. This is because the configurations are
similar in wireless mode, except SSID has to be configured in both C1n Series AP/CPE
and PC.

C1n Series AP/CPE can be connected to your PC_directly or by a switch or a hub.

Start Network Configuration on your PC.
For Windows XP user,
1. Click the “Start” menu and choose “Control Panel”.

2. Click “"Network Connections”.

Altai Technologies Ltd. All rights reserved
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Figure 3-1 Control Panel in Windows XP

3. Right-click the “Local Area Connection” and select "Properties”.

s Network Connections = ”E]£|
File Edit View Favorites Tools Advanced Help ;ﬁ'

e Back ~ Q Ij: p Search ll: Folders v
Address | € Network Connections V| Go  Links >
4 _LAN or High-Speed Internet

Network Tasks

— ‘ 1394 Connection 0
E‘;ﬁzt:c:o';ew Disabled, Firewalled
| "

[l | 1394 Net Adapter

Disable
Status

Set up a home or small Repair

office network Wireless Metwork Connection ‘ 2
@ Change Windows Disabled, Firewalled Bridge Connections
Firewall settings _ Intel{R) PRO/Wireless 3945AB...

@ Disable this network
device

R Repair this connection

Create Shortcut
Delete

Rename

il

lﬂ Rename this connection

& ‘iew status of this
connection

Change settings of this ‘
connection

Other Places

[ Control Panel
& My Network Places [
() My Documents
W My Computer

.

Details A

Local Area Connection |

Figure 3-2 Network Connection in Windows XP
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4. After clicking “Properties”, you will see the diagram as below.

L Local Area Connection Properties

General | Authentication | Advanced|

Cannect uging:

H@ IntellR) PROA00YE Metwork Connection

Thiz connection uges the following items:

% MwLink MetBIOS i
. 5 Compatible Tranzport Prot
(¥ % Intemet Protocal (TCPAP) 3
— Evs
< 1 | 3 a
I_ Install... J I_ Unirztal ] [ Froperties J
D'ezcription

Allowz your computer o access resouces on a Microzoft
network,

Show icon in notification area when connected

[ 0K ][ Cancel J

Figure 3-3 Local Area Connection Properties in Windows XP

5. Mark the “Internet Protocol (TCP/IP)” and click “Properties”.

6. Type in an “IP address”, for example, 192.168.1.2, which is under the same
subnet as the Default IP Address of C1n Series AP/CPE (192.168.1.222).

7. Using the default “Subnet mask” (default: 255.255.255.0) setting in the first time.
8. Keep the "Default gateway” as "Blank”.
9. Keep the “Preferred DNS server” and “Alternate DNS server” as “Blank” also.

10. Click "OK" when you finish setting and close the Window.

Altai Technologies Ltd. All rights reserved
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Internet Protocol (TCP/IP) Properties 24X
General l
You can get IP settings assigned automatically if your network supports

this capabiity, Otherwise, you need to ask your netwark administratar
for the appropriate IP settings.

" Obtain an IP address automatically
(& Use the following IP address:
IP address: |192.168. 1 . 2

Subnet mask: | 255.255.255. 0

Default gateway: |

¢ iObta DS server address eramatically
(% Usa the following DNS server addresses;

Preferred DNS server: |

Alternate DNS server: |

oK cancel |

Figure 3-4 Internet Protocol (TCP/IP) Properties in Windows XP

3.2. Check Access

“ping” utility of Command Prompt is a handy tool to check the access to the C1n
Series AP/CPE.

1. Go to the Command Prompt by typing “cmd” in “Run”.
2. Type command:
ping 192.168.1.222

The Cln Series AP/CPE shall respond to your ping request if Cln Series AP/CPE and
your PC have a correct connection.

NOTE: Using the same PC to ping different C1n Series AP/CPE may cause ping failure.
This is because C1n Series AP/CPE has the same default IP address but different MAC
addresses. You need to type command “arp —d" in Command Prompt to clear ARP
table on PC before each ping.

3.3. Configuration with Web-Admin

The Cln Series AP/CPE can be accessed through a Web Browser, for example,
Internet Explorer (IE).
1 Open an IE session and type the IP address of the Clin Series AP/CPE.
Example: http://192.168.1.222 or https://192.168.1.222, where 192.168.1.222 is
the C1n Series 's IP address. The default IP Address is 192.168.1.222.
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2 A window will pop up, as shown in figure 3-5. Enter the user name and
password in the corresponding fields, which are the same as for the CLI. The
default User Name and Password are shown in Table 3-1. They are case
sensitive.

3  Other level account “guest” for only view is shown in Table3-1 also. With this
view only account, the user only can view the configuration of C1n but no

change right.
Firmware version Default User Name Default Password
1.2.6.x admin admin
1.2.6.x guest guest

Table 3-1 C1n Series default User Name and Password

E8FT
[ ) L J Firmvare Version: 1,2,6,1002

CPU Load: 1,82, 0.64, 0.23
Uptime: 00h 01min 40s

Authorization Required

Please enter your username and password.

Username:  [admin ]

Password: [esses |

Figure 3-5 C1n Series AP/CPE web login page
4 A home page in IE appears, as shown in Figure 3-6. A Menu Bar is located on

the top of the IE window. Different functions can be accessed through the
menu bar.
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E&+tx Reboot AP Logout

Firmurare Version: 1.2.6.1002
CPU Load: 0.00, 0.03, 0.05
Uptime: 00h 27min 505
Changes: 0

Cownload Logs

INLTYA\I

System : Interface

Network(Switch Mode) Mores>

System Hame: HA Ethernet

1Pv4 DHCP Client: Disabled
Product Name:  Cln

IPv4 Address: 192.168.1.222

CPU Usage:
IPv4 Subnet Mask: 255.255.255.0
IPv4 Default Gateway: 192.168.1.1
Time of Day: Tue Dec 23 20:27:30
2014 IPv4 DNS Server: NA
Uptime: 00h 27min 505 Interfaces(2)
Ethernet
. MAC: 00:15:be:a0:d7:5¢ Traffic{Tx/Rx): 206.15/167.16KB
Thin AP
""""""""""""""""""" Speed: 100Mb/s Throughput{Tx/Rx): 0.00/0.57Kbps
Thin AP: OFF
Duplex: Full Morg==
Auto-negotiation: ON

Radio0{2.4G) - AP {on)

MAC: 00:19:he:80:d7:9¢c Traffic{Tx/Rx): 0.00/0.00KB
Wireless Mode: 2.4GHz 130Mbps(802.11ng HT20)  Throughput({TxiRx): 0.00/0.00Kbps
Channel: 2412MHz(Channel 1) Channel Usage{Busy®):
Transmit Power: 23 dBm ares==

Hoise Level: -84 dBm

Figure 3-6 Web-admin home Page

3.4. Permanent Secondary IP

C1n Series supports a secondary IP address, which uses the last byte of the Ethernet
MAC address as the last byte of the IP address.

Example:
Device Ethernet MAC address: 00:19:BE:20:03:6E
Factory Default Dynamic Secondary IP Address: 192.168.99.110 (6E (HEX) -> 110 (DEC))

The secondary IP shall use IP address from 192.168.99.5 to 192.168.99.254. The other IP
addresses are reserved. If the last byte of the MAC address matches the reserved IP
addresses, the supported device shall follow the following MAC to IP address

mapping.

Ethernet MAC Reserved Purpose Replaced MAC Secondary IP

address byte address

XXXXXX:XX:XX:00 Invalid IP AO 192.168.99.160

XX XXXXXX:XX:01 For gateway Al 192.168.99.161

XXXXXXXX:XX:02 For operator A2 192.168.99.162
computer

XXXXXXXX:XX:03 For operator A3 192.168.99.163

Altai Technologies Ltd. All rights reserved




C1n Series WIFI AP/CPE Web-admin Configuration Manual
INLTIN\I]

Super WiFi TPS15-003 rev1.3
computer
XXXXXXXX:XX:04 For operator A4 192.168.99.164
computer
XX XX XX XX:XX:FF Invalid IP AF 192.168.99.175
Example:

Device Ethernet MAC address: 00:19:BE:20:03:FF
Factory Default Secondary IP Address: 192.168.99.175 (FF (HEX)->AF(HEX)->175 (DEC))

3.5. Interface Introduction

C1n Series web interface is separated to 5 levels: Level 1 menu, Level 2 menu,
Interface selection, Level 3 menu and Configuration options

AI T‘ Level 1 menu I I Language Options ,Reboot AP & Logout

Firmwsare Version: 1.2,6,1002
CPU Load: 0.00, 0.00, 0.00
Uptime: 00h 58min 375

Status I Configuration IAdrrnrnstmtn:nn I Tools I About I

System ! Network | Wireless | Thin AP

| Radio0(2.4G .4
<

Radio0(2.4G) Setti
General ‘ | | ‘ ‘ ’—‘ I Level 3 menu

Radio Mode: [AF ol \ Configuration Changes
& Download logs

Interface selecﬁonl

Country Code: [HONG KONG ~]

Wireless Mode: [24GHz 130Mbps(802 11ng HT20) |

Radio Frequency: [2472WHz{Channel 1) ]

Transmit Power: |23 v|

Maximum Clients: [756 ] (1-258)

\ Enable Inter-WLAN User Isolation: |~ ) m
Submit IH_ela I4_Ihe|p I

IConfiguration options

Figure 3-7 C1n Series Webpage

3.6. Logout from C1n Series Web Page

On the top right corner of C1n Series AP/CPE web interface, click “Logout” button o
logout from C1n Series. On the other side, you can directly close C1n Series AP/CPE
webpage to logout from Cln Series.

Figure 3-8 Logout

3.7. Reboot C1n Series AP/CPE
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On the top right corner of C1n Series AP/CPE Web interface, click “*Reboot AP” button

then select “Perform reboot” to reboot C1n Series AP/CPE.

4. System Status

C1n Status function gives System information, interface information, Historical Statistics
information and Log information.

4.1. System

User may check C1n basic information and real time status via [Status>System|.

Status Configuration Administration Tools

Interface | Histori

System Logs

System Network(Switch Mode) Mores=
System Name: MA Ethermet
IPv4 DHCP Client: Disabled
Product Name: Cin
IPv4 Address: 192.168.1.222
CPU Usage: 2%
IPv4 Subnet Mask: 255.255.255.0
Memory Usage:
IPv4 Default Gateway: 192.168.1.1
Time of Day: Tue Dec 23 21:15:14
20 IPv4 DNS Server: NA
Uptime: 01h 15min 34s Interfaces(2)
Ethernet
. MAC: 00: 19:be:a0:d7:9c Traffic(Tx/Rx): 821.18/613. 15KB
Thin AP
"""""""""""""""""""" Speed: 100Mb/s Throughput(Tx/Rx): 0.13/0.93Kbps
Thin AP: OFF
Duplex: Full More==
Auto-negotiation: oM

Radio0(2.4G) - AP (on)

MAC: 00:19:be:80:d7:5¢c Traffic(Tx/Rx): 0.46/0,.00KB
Wireless Mode: 2,4GHz 130Mbps(302.11ng HT20)  Throughput(Tx/Rx): 0.00/0.00Kbps
Channel: 2412MHz{Channel 1) Channel Usage(Busy?:):
Transmit Power: 23dBm More==

Hoise Level: -94 dBm

Figure 4-1 System Information

Following information can be found from “System” function:
1) System

.......................... -
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2) Thin AP

Show the status of thin AP function (On/Off).

When the thin AP function is On, We'll see more information about AC:

------------------------------------

IAC Association Status: shows the status of thin AP associate to AC.
/AC IP Address(DHCP Option 43): shows the AC IP acquired from DHCP Option 43.
/AC IP Address(DHCP Option 60): shows the AC IP acquired from DHCP Option 60.

IAC Online Time!: shows the AC online time.

3) Network (Switch/Gateway)

It shows the status and information of network. It is switch mode as default.
IPv4 DHCP Client: Whether C1n Series AP/CPE was configured as IPv4 DHCP client.

---------------------------------

IPv4 Subnet Mask: IPv4 subnet mask

IPv4 Default Gateway Address! IPv4 gateway address
IPv4 DNS Server: IPv4 DNS Server

4) Interfaces (2)
- Ethernet

It shows the status and information of Ethernet including Mac address, Traffic (Tx/Rx),
Speed, Throughput (Tx/Rx), Duplex and Auto-negotiation. If click the “More>>", more
detail information will be shown.

- Radio0 (2.4G) (for C1n & C1xn)

It shows RadioO interface information including Operation Mode, Mac address, Traffic
(Tx/Rx), Wireless Mode, Throughput (Tx/Rx), Channel, Channel Usage (Busy%),Transmit
Power and Noise Level. If click the “"More>>", more detail information will be shown.
As default, the 2.4G radio is on.

- Radio0 (5G) (for C1an & C1xan)

It shows RadioO interface information including Operation Mode, Mac address, Traffic
(Tx/Rx), Wireless Mode, Throughput (Tx/Rx), Channel, Channel Usage (Busy%), Transmit
Power and Noise Level. If click the “More>>", more detail information will be shown.
As default, the 5G radio is off.

4.2. Interface

User may check the interface information of Radio0 and Ethernet via
Status]>Interfacel.

Altai Technologies Ltd. All rights reserved



C1n Series WIFI AP/CPE Web-admin Configuration Manual

INLTAN\I
Super WiFi TPS15-003 rev1.3

Configuration Administration Tools About

Interface | Histor

Status

Logs

System

Radio0(2.4G - Ethernet

| status [ | |[ ]
Mode: AP
Radio Enable: QN
MAC Address: 00:19:be:80:d7:9c
Country Code:  HONG KONG
Radio Channel:  2412MHz(Channel 1)
Transmit Power: 23 dem

Wireless Mode: 2.4GHz 130Mbps(802.11ng HT20)

Figure 4-2 Interface Status

4.2.1.Radio Interface Status

User may obtain the information about Radio0 interface via Status~> |nterfacel>

Radio0(2.4G or 5G)|. The information is shown with the corresponding radio mode

(AP/Station/Repeater), Clan and Clxan also have Bridge mode.

4.2.1.1. RadioO Interface Status-AP Mode

When Radio0 work at AP mode, inferface information includes following 5 parts:

Status, Statistic, Channel Usage, WLAN and Association List.

42.1.1.1. Status

User may obtain the current status of RadioO interface via |Staius|9|lnierface|9|RadioO|
9. The parameters include Radio mode, Radio Enable, MAC Address, Country
Code, Radio Channel, Transmit Power, and Wireless Mode.

Status Configuration Administration Toolks

Interface | Historica

System

Logs

Radio0({2.4G) - Ethernet

| Status | | |
Mode: AP
Radio Enable:  ON
MAC Address: 00:19:be:B80:d7:9¢
Country Code: HONG KONG
Radio Channel: 2412MHz(Channel 1)
Transmit Power: 23 dBm

Wireless Mode: 2.4GHz 130Mbps(802.11ng HT20)

Figure 4-3 Radio0 Interface Status

Altai Technologies Ltd. All rights reserved



C1n Series WIFI AP/CPE Web-admin Configuration Manual

INLTAN\I
Super WiFi TPS15-003 rev1.3

Radio Channel: Radio0 current channel

Transmit Power : Radio0 transmit power

-------------------------------------

42.1.1.2. Statistic

User may collect RadioO statistical information via [Status->|nterface/~>Radio0)

9. The statistic includes RadioO Tx and Rx Packets, Tx and Rx Packet Rate, Tx
and Rx total traffic, and Tx and Rx Throughput.

Configuration Administration

Interface | Historica

System

RadioD(2.4G) - Ethernet
[ ] [ statiste] | | [wean] |
™ RX
Packets 0.00K 0.00K
Packet Rate 0.00Kpps 0.00Kpps
Total Traffic 0.00KE 0.00KE
Throughput 0.00Kbps 0.00Kbps

Figure 4-4 Radio0 Statistic Information

s : Radio0 received and sent packefts.

: Radio0 packet rate.

RadioO received and sent total traffic.

4.2.1.1.3. Channel Usage

User may obtain the Radio0 channel usage information via Status|> Interfacel~>Radio0|
-Channel Usage|. The RadioO0 channel usage information includes Tx% (Avg). Rx%
(Avg), Busy% (Avg), Noise Floor(dBm), CTLO, CTL1, EXTO, EXT1, Interference Mitigation
Offset (0~50dB) , Traffic Distribution, Nearby AP List and Auto Refresh Interval.
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Configuration Administration Tools

Interface

ystem

Radio0(2.4G) -  Ethernet
‘ | ‘ ‘ | Channel Usage | | | | |
Traffic Distribution:  Views Auto Refresh Interval: (s)
Channel Usage List [Operating Channel: 2412MHz{Channel 1)]
Noise Interference
Tx% (Avg) Rx% (Avg) Busy% (Avg) Floor CTLO CTL1 EXTO EXT1 Mitigation
(dBm) Offset(0-50dB)

[ zezw | [Eowczs | [ @nees | 93 92 04 0 0 D

Hearby AP List [Enable/Disable]

- Not Available -

--------------------------

-------------------------

-------------------------------

------------

------------

------------

------------

case).

Interference Mitigation Offset(0-50dB): This option will mask all noise / valid signal

below "0-50" dB.

Traffic Distribution;: Shows the distribution of control frame, data frame, management

frame, etc. This information can be used to analyses device's performance. Click
‘reset statistics’ can rest the #TX, TxBytes, TxBytes%, #Rx, RxBytes and RxBytes% data.
Click ‘Refresh’ button can refresh the #TX, TxBytes, TxBytes%, #Rx, RxBytes, RxBytes%
data. Click ‘close’ button at the bottom can close the ‘Traffic Distribution Statistics’
webpage.
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Traffic Distribution Statistics

Traffic Distribution reset statistics
Rate #Tx TxBytes TxBytes% #Rx RxBytes RxBytes%
Control Frame ] 0 0 0 [ o% |
Data Frame 0 0 0 0 [
Management Frame 660 204600 1938 150567
M ] 0 0 0 [ ]
M 0 0 0 0 [ ow |
5.5M ] 0 0 0 [ ]
11M ] 0 0 0 [
&M 660 204600 978 76557
M 0 0 0 0 [ o
12M 0 0 0 0 [ ]
18M 0 0 0 0 [ ow
24M 0 0 0 0 o ]
36M 0 0 o 0 [ o
48M 0 0 0 0 [ o%
54M 0 0 0 0 [
MCs0 ] 0 0 0 [
Mcs1 ] 0 0 0 [
Mcs2 ] 0 0 0 [ ]
MCS3 0 0 0 0 [
MCs4 K = e = [ ]
v " a a a [ o |
MEaR & 0 0 0 [
Mcs? 0 0 0 0 [
MCSB 0 0 0 0 [
MCS9 0 0 0 0 [
MCS10 0 0 0 0 [
MCS11 0 0 0 0 [
MCS12 0 0 0 0 [
MCS13 0 0 0 0 [ ]
MC514 0 0 0 0 [ ]
MCS15 0 0 0 0 [ ]
MC516 0 0 0 0 [ ]
MC517 0 0 0 0 [ ]
MCS18 0 0 0 0 [ ]
MCS19 0 0 0 0 [ ]
MCS20 0 0 0 0 [ ]
MCS21 0 0 0 0 [ ]
MC522 0 0 0 0 [ ]
MCS23 0 0 o= ] 0 0 | L
Total 660 204600 - o978 76557 -

Figure 4-6 Traffic Distribution Statistics

Nearby AP List: When the function is enabled, user can obtain the nearby AP

information.

‘Auto Refresh Intervali: Select the refresh interval of this webpage.

42.1.1.4. WLAN
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User may collect Radio0 wireless network information via [Status|> Interfacel>Radio0)
>WLAN|. The information includes Device ID, WLAN ID, SSID, MAC Address, Auth Mode,
Unicast Cipher, Multicast Cipher, Num of Station, Throughput (TX/RX), Traffic (Tx/Rx)

and State.

Tooks About

Configuration Administration

Interface | Historical S

ystem

Radio0(2.4G) - Ethernet

['status | | | | | Junan] |
Device WLAN Auth  Unicast Multicast Num of Throughput
» | S0 | CREENIES | moe | S | G | Sere (Tx/Rx) jaticitx i) it
Superwi
radio0 0 fi Netwo 00:19:be:80:d7:9c  open none none ] 0.00Kbps/0.00Kbps 0.00KB/0.00KB Enabled
rk o

Figure 4-7 Radio0 WLAN Information

4.2.1.1.5. Association List

User may collect the associated clients' information via [Status|>Interfacel>Radio0)

9|Associaﬁon Lisﬂ. The information includes Total Client Association, Client Association
Histogram, STA ID, MAC Address, IP Address, WLAN ID, Sector, SNR(dB), Throughput
STA (Tx/Rx), Traffic STA (Tx/Rx), and Data Rate STA (Tx/Rx).
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Status Configuration Administration Tools

Interface | Histor

System

tistics Logs

Radio0(2.4G - Ethernet
| | | | | | | | ‘ Association List
Update Time: Wed Dec 24 04:01:24 2014
Radio0(2.4G

Total Client Association: 0

Client Association Histogram:  View Histogram

First 50 stations are listed, for more information, please click Search

STAID * MAC Address IP Address WLAN ID SHR(dB) Throughput STA(Tx/Rx) Traffic STA(Tx/Rx) Data Rate STA(Tx/Rx)

Figure 4-8 Radio0 Association List

Total Client Association: Total number of associated clients in Radio0

CClient Association Histogram;: Association client history records

ST . Wireless client’s ID

Throughput STA (Tx/Rx);: Wireless client’s actual throughput (kbps)

Traffic STA (Tx/Rx); Wireless client’s download and upload traffic (Bytes)

Data Rate STA (Tx/Rx): Wireless client's download and upload rate (Mbps)

-
Click thisicon L& below prompt will pop up. If choice 'OK’, the associated client will
be disconnected and added into rogue station list.

Disconnect station"84:70:02:0b:ed:d3", and it will be added to
rogue station list.

coreel_|

Figure 4-9 Add Client to Rogue Statfion List

Click the "*View Histograms” user can see “SNR Histogram™ and “Tx/Rx Rate
Histogram™.
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SMR Histogram

Ho. of Client Assp.

Q ] 0 15 W0 1% N ¥ U £ W H 0 6 MW T W OH W OH WM
SHR(dB )

Tx/Rx Rate Histogram

Il RX Rate

Ho . of Clhient Assp_

= L L \'il:_JC‘U

0 0 0 0 a0
0%, 07 0P %0 o L . o
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¥ \
2 B
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(307,007, 00 m0 00" 507 n0% 1% a0 oo

Tx/Rx Rate(Kbps)
Figure 4-10 Radio0 Histogram Page

.....................................

SNR Histogram:: Shows No. of Client Associated and Client’s SNR information.
Tx/Rx Rate Histogrami: Shows No. of Client Associated and Client's Tx/Rx Rate

information.

4.2.1.2. RadioO Interface Status-Station Mode

When Radio0 work mode is configured to Station, C1n Series AP/CPE will be operated
as a workstation, user need to associate Radio0 to a remote AP. At Stafion mode,
Radio0 interface information includes: Status, Statistic, Channel Usage, STA Info, and
AP Info.

42.1.2.1. Status

Please refer to section 4.2.1.1.1 for more details about radio status.
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Configuration Tools

Status

Administration
Systern : Interface @ Histo i

Logs

Radio0(2.4G) - Ethernet

| Status | | |
Mode: AP
Radio Enable:  ON
MAC Address:  00:19:be:80:d7:9¢c
Country Code: HONG KONG
Radio Channel: 2412MHz(Channel 1)
Transmit Power: 23 dBm

Wireless Mode:  2.4GHz 130Mbps(802.11ng HT20)

Figure 4-11 Radio0 station mode status
4.2.1.2.2. Statistic

Please refer to section 4.2.1.1.2 for more details about radio statistic.

Configuration Administration Tools About

Interface | Histe

Status

Logs

System

Radio0(2.4G) -  Ethernet

‘ | ‘ Statistic ‘

™ RX
Packets 0.00K 0.00K
Packet Rate 0.00Kpps 0.00Kpps
Total Traffic 0.00KE 0.00KE
Throughput 0.00Kbps 0.00Kbps

Figure 4-12 RadioO station mode statistic

42.1.23. Channel usage
Please refer o 4.2.1.1.3 section for more details about channel usage.

Tools About

Administration
Logs

Configuration

Interface

Status

System

Radio0(2.4G) -  Ethernet

Channel Usage| | | | |

Traffic Distribution:  View Auto Refresh Interval: (s

Channel Usage List [Operating Channel: 2412MHz{Channel 1)]

Noise Interference
Tx% (Avg) Rx% (Avg) Busy% (Avg) Floor CTLe CT1 EXTO EXT1 Mitigation
(dBm) Offset(D-50dB)

[ e | @z | [ 8Ee%) | -93 -92 -4 0 0 D

Hearby AP List [Enable/Disable]

- Not Available -

Figure 4-13 Radio0 station mode channel usage

4.2.1.2.4. STA Info
User may obtain the station information via [Status~>|Interfacel~>Radio0->STA Info|. The

information includes MAC Address, Auth Mode, Unicast Cipher, Multicast Cipher, and
State.
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Configuration Administration Tools About

Interface :

Status

Logs !

Historical Statistics

System :

Radio0(2.4G) - Ethernet

[status] | | | | [stamro ][]
MAC Address Auth Mode Unicast Cipher Multicast Cipher State
00:19:be:80:d7:9¢ open none none Disabled

Figure 4-14 Radio0 station mode STA info

AP/CPE, the

configuration is required to match with the remote AP.

Unicast Cipher: Unicast cipher mode configured on Cln Series AP/CPE, the

configuration is required to match with the remote AP.

-------------

42.1.2.5. AP Info
User may obtain the associated AP information via [Status>nterface/>Radio0 |>[AP|

Info]. The information includes MAC Address, SSID, SNR (dB), Channel, Max Data Rate,
Throughput AP (Tx/Rx), Data Rate AP (Tx/Rx), and Connected Status.

Tools About

Configuration Administration

Status

| Statistics | Logs

Interface | Historica

System |

Radio0(2.4G) - Ethernet

|| | | | | | [apuo |
AP MAC Throughput AP Data Rate AP
Address SSID SNR(dB) Channel Max DataRate (Tx/Rx) (Tx/Rx) Connected Status
Mbps
NA Network 0 E NA NA 0.00Kbps/0.00Kbps OMbps/0Mbps Iot Connected

' ' Figure 4-15 RadioO station mode AP info
‘AP MAC Address: MAC address of remote AP.

iConnected Status: Whether Radio0 is connected to remote AP.

4.2.1.3. Radio0 Interface Status-Repeater Mode

When RadioQ's work mode is configured to Repeater, Cin Series AP/CPE will be
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operated as a wireless repeater, you need to associate it to a remote AP, then
RadioO forwards the remote AP's wireless signal. At Repeater mode, Radio0 interface
information includes: Status, Stafistic, Channel Usage, STA Info, AP Info, WLAN, and

Association List.

42.1.3.1. Status

Please refer to section 4.2.1.1.1 for more details about status.

Tools About

Administration

Configuration
Interface : Hist

Radio0{2.4G) - Ethernet

| Status | | |
Mode: AP
Radio Enable:  ON
MAC Address: 00:19:be:80:d7:9c
Country Code: HONG KONG
Radio Channel: 2412MHz(Channel 1)
Transmit Power: 23 dEm

Wireless Mode:  2.4GHz 130Mbps(802.11ng HT20)

Figure 4-16 Radio0 repeater mode status
4.2.1.3.2. Statistic

Please refer to section 4.2.1.1.2 for more details about radio statistic.

Configuration Toolks

Interface | Histori

Status

Administration

Logs

System

Radio0(2.4G) -  Ethernet

‘ | ‘ Statistic ‘

™ RX
Packets 0.00K 0.00K
Packet Rate 0.00Kpps 0.00Kpps
Total Traffic 0.00KB 0.00KB
Throughput 0.00Kbps 0.00Kbps

Figure 4-17 Radio0 repeater mode statistic

42.1.3.3. Channel usage
Please refer to section 4.2.1.1.3 for more details about channel usage.

Administration

Status Configuration

Historical Statistics

Interface

System

Radio0{2.4G) - Radiol(5G) - Ethemnet
[status | | || channel usage | | I | [wean] |

Traffic Distribution: View Auto Refresh Interval: (g)
Channel Usage List [Operating Ch I: 2412MHz(Ch 11)]
Noise Interference
Tx% (Avg) Rx% (Avg) Busy%o (Avg) Floor CTLO CcT1 EXTO EXT1 Mitigation
(dBm) Offset{0-50dB)
[wew | [ 0%E3w 3%(36%) | -g5 95 -95 -85 E N

Nearby AP List [Enable/Disable]
- Not Available -

Figure 4-18 RadioO repeater mode channel usage
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421.34. STAInfo

Please refer to section 4.2.1.2.4 for more details about STA info.

About

Administration Tools

Logs

Radio0(2.4G) - Ethernet

[status] | | | | [stamro | [oc]
MAC Address Auth Mode Unicast Cipher Multicast Cipher State
00:19:be:80:d7:9¢ open none none Disabled

Figure 4-19 Radio0 repeater mode STA info
42.1.3.5. APInfo

Please refer to section 4.2.1.2.5 for more details about AP info.

Tools

Configuration
i

Administration

Interface

Logs

Radio0(2.4G) - Ethernet

[sttus] | | | | | [apo]
AP MAC Throughput AP Data Rate AP
Address SSID SHR(dB) Channel Max DataRate (Tx/Rx) (Tx/Rx) Connected Status
Mbps
A MNetwork 0 7 A HA 0.00Kbps/0.00Kbps OMbps/OMbps Mot Connected

Figure 4-20 Radio0 repeater mode AP info

4.2.1.3.6. WLAN
Please refer to section 4.2.1.1.4 for more details about WLAN.

Administration Tools About

Logs

Configuration
H

Interface

Radio0(2.4G) - Ethernet

[states] | | | | [wan] |
Device WLAN Auth  Unicast Multicast Hum of Throughput
m o | S0 | DREETIES | o | g | o | sern (Tx/Rx) WElTEIEED) | SER
Superwi
radiod i fi Metwo 00:19:be:80:d7:9c  open none none i 0.00Kbps/0.00Kbps 0.00KB/0.00KB Enabled
rk 0

Figure 4-21 Radio0 repeater mode WLAN

4.2.1.3.7. Association List
Please refer to section 4.2.1.1.5 for more details about association list.

Tools

Radio0{2.4G) - Ethernet

| | | |Associati0n List

Update Time: Wed Dec 24 04:01:24 2014
Total Client Association: 0

Client Association Histogram:  View Histogram

First 50 stations are listed, for more information, please click Search

STAID © MAC Address IP Address WLAN ID SHR(dB) Throughput STA(Tx/Rx) Traffic STA(Tx/Rx) Data Rate STA(Tx/Rx)

Figure 4-22 Radio0 repeater mode association list
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4.2.1.4. RadioO Interface Status-Bridge Mode (for Clan and C1xan)

When Radio0(5G) work mode is configured to Bridge, Clan/Clxan will be operated
as a wireless Bridge. 5G interface information shows the Status:

Administration
Logs

Status

Configuration

Historical Statistics

Interface

System

RadioO({5G) - Ethernst

Status

Mode: Bridge
Radio Enable: oN
Bridge Status: Disconnected
MAC Address: (0:19:be:74:4a:75
Country Code: HONG KONG
Radio Channel:  5180MHz(Channel 36)
Transmit Power: 17 dem

Wireless Mode: 5GHz 130Mbps(802.11na HT20)

Figure 4-23 5G Radio bridge mode status

Radio Channel: Radio0(5G)operating channel

Transmit Power: Radio0(5G)current fransmit power

-------------------------------------

4.2.2.Ethernet Interface

User may obtain Ethernet interface information via [Status>Interfacel> Ethernet. The

information includes Status and Statistic.

422.1. Status

User may obtain Ethernet interface status via [Status|>|Interfacel>[Ethernef>[Status|. The
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parameters include Ethernet MAC Address, Speed, Duplex, Auto-negoftiation, and

Link Detected.

About

Tools

Configuration Administration

Interface

ystem

Radiod(2.4G] - Ethernet
Status
MAC Address: 00:19:be:a0:d7:9c
Speed: 100Mb/s
Radio0(2.4G

Duplex:  Full
Auto-negotiation: ON

Link Detected:  Yes

Figure 4-24 Ethernet Interface State

4222, Statistic

User may obtain Ethemet statistic information via [Status~> |nterface/> [Ethernef>

. The parameters include Ethernet Tx & Rx Packets, Packet Rate, Total Traffic,

and Throughput.

About

Tools

Configuration Administration

Interface : Hist

Status

Logs

System

Radiol(2.4G) - Ethernet
Statistic
™ RX
Packets 17.14K 2.48M
Packet Rate 0.00Kpps 0.00Kpps
Total Traffic 4.70MB 2.45GB
Throughput 9.74Kbps 2.04Kbps

Figure 4-25 Ethernet Interface Statistic

..............................

Packet Rate: Ethernet interface packet rate
Total Traffici Ethernet transmitted and received total traffic.
Throughput: Ethernet interface throughput
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4.3. Historical Statistics

C1n Series AP/CPE can offer historical statistics of system, Ethernet and radio. These
information can give helps to froubleshooting. We can also download the historical
staftistics information.

4.3.1.System Statistics

User may check system statistics via [Status|>[Historical Statistics|>System|. It includes

Memory free, and CPU Usage statfistics.

Configuration Tools About

Historical Statistics

Logs

System - Ethernet - Radio Daovinload Historical Data

System Statistics

Memory Free
42000

41000

40000 -
39000 -
Bytes
38000 -

37000

36000

35000 T T T T T T T
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:00:43 21:09:49 22:18:55 23:28:01 00:37:08 01:46:14 02:55:20 04:04:26 05:13:33

Time

System Temperature
1.0

0.8 4

0.6

Celsius

0.4 4

0.2

0.0

2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:00:43 21:09:49 22:18:55 23:28:01 00:37:08 01:46:14 02:55:20 04:04:26 05:13:33

Time
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CPU Idle

T T T

100

83

67

% 50

334

17

] T T T T T T T
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24

20:00:43 21:09:49 22:18:55 23:28:01 00:37:08 01:46:14 02:55:20 04:04:26 03:13:33
Time
CPUD Idle
100
v ' oy .I oy ' g |
83
67
% 504
33
17 4
0

2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:00:43 21:00:49 22:18:55 23:28:01 00:37:08 01:46:14 02:55:20 04:04:26 05:13:32

Time

CPU1 Idle

100

83

67

% 504

334

17

0 T T T T T T T
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:00:43 21:09:49 22:18:55 23:28:01 00:37:08 01:46:14 02:55:20 04:04:26 05:13:33

Time

Figure 4-26 System historical

4.3.2.Ethernet Statistics

User may check Ethernet statistics via [Status|->Historical Statistics~>[Ethernet.
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System - Ethernet - Radio Download Historical Data
Ethernet Statistics
TX Packet Per Second
45
38 -
30+
pps 23
15
8-
N I B | | | |
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:00:43 21:10:23 22:20:03 23:20:43 00:39:23 01:49:03 02:58:43 04:08:23 05:18:03
Time
R Packet Per Second
156260338
130216949 |
104173552

pps 78130169 -

52086779
26043390 -
2014-12-23  2014-12-23  2014-12-23  2014-12-23  2014-12-24  2014-12-24  2014-12-24  2014-12-24  2014-12-24
20:00:43 21:10:23 22:20:03 23:29:43 00:39:23 01:49:03 02:58:43 04:08:23 05:18:03
Time
TX bit Per Second
9
7
8
Mbps 4
3
1
0 - - -
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:00:43 21:10:23 22:20:03 23:20:43 00:39:23 01:49:03 02:58:43 04:08:23 05:16:03

Time
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RX bit Per Second

Mbps 3 -
2_
1
0 - - - - - - :
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:00:43 21:10:23 22:20:03 23:29:43 00:39:23 01:49:03 02:38:43 04:08:23 05:18:03

Time

Figure 4-27 Ethernet Historical statistic

4.3.3.Radio Statistics

User may check radios statistics via [Status>|Historical Statistics~>Radio]>Radio0.

It includes “Throughput”, “Busy%", “Tx Usage”, “Rx Usage” and “Noise Floor”. Select
an item from the drop-down menu and click the [Show Joutton will show detail
information.
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Configuration Administration Tools About

Historical Statistics | Logs

System - Ethernet - Radio Dowinload Historical Data

Radio Statistics

Throughput v|| Show

TX bit Per Second

2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:01:03 21:10:59 22:20:55 23:30:51 00:40:48 01:50:44 03:00:40 04:10:36 05:20:33

Time
RX bit Per Second

Mbps 0

2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:01:03 21:10:59 22:20:55 23:30:51 00:40:48 01:50:44 03:00:40 04:10:36 05:20:33

Time

Figure 4-28 RadioO0 Historical statistic

1) Radio Historical Statistics - Throughput

Select the “throughput” then click the [Show Joutton to check the Tx/Rx bit Per Second
histogram.
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Radio Statistics

Throughput V” o |

T bit Per Second

0

2014-12-23 2014-12-23 2014-13-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:01:03 21:10:5% 212055 23:30:51 ODn4Di4E 01:5044 03:00:40 D138 05:20:33

Time

RX bit Per Second

2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:01:03 21155 2212055 23:3:51 Oln40i4E 01:50n44 03:00:40 135 05:20:33

Tim=

Figure 4-29 Throughput Historical Stafistic

2) Radio Historical Statistics - Busy%

Select the "Busy%" then click the buﬁon to check the Radio system busy
percentage histogram.
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Swstem - [Ethernet - Radio Downlosd Historics| Dsts

Radio Statistics

Busy Percent

&7+

b 51

174

0
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:01:03 21:11:33 22:22:03 2332:33 00:43:03 01:53:33 03:04:03 Di14:33 05:25:03

Times
Figure 4-30 Busy% Historical Statistic
3) Radio Historical Statistics - Tx Usage / Rx Usage

Select the "Tx Usage / Rx Usage” then click the bu’r’ron to check the Tx/Rx usage
percentage histogram.

Sustemn - Ethernet -  Radio Cownlosd Historics| Dsts

Radio Statistics

Tx% | s |
Tx Percent
3
14
1 - .
% 2
1
1 -
1]
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:01:03 21:11:36 2222110 233244 00:43:18 01:5%:51 03:04:25 14459 05:25:33
Time

Figure 4-31 Tx Usage Historical Statistic
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System - Ethernet - Radio Dovinlosd Historicel Dists

Radio Statistics

Rx Percent
133

111 -

22

o
2014-12-23 2014-13-23 2014-13-21 2014-12-23 2014-13-24 2014-13-24 2014-13-24 2014-13-24 2014-13-24
20001:03 iindd 1nanac 2333:0s Oud2i4E 01154129 030510 DehibiEl 05:26:31

Time

Figure 4-32 Rx Usage Historical Statistic

4) Radio Historical Statistics - Noise Floor

Select the “*Noise Floor” then click the bu’r’ron to check the noise floor histogram.

System - Ethemet - Radio Downlosd Historics| Dats

Radio Statistics

Noise Floor V” e |

Moise Floor

-£2 -

65

%% 49

33 -

-18 -

0
2014-12-23 2014-12-23 2014-12-23 2014-12-23 2014-12-24 2014-12-24 2014-12-24 2014-12-24 2014-12-24
20:01:03 2Lin4E 1nanil 233318 0403 015448 03:05:33 Qehi1g1B 05:27:03

Time

Figure 4-33 Noise Floor Historical Statistic
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4.3.4.Logs

In order fo realize easier monitoring and diagnosis, C1n Series AP/CPE provides log

function. Selecting -> , you will find 3 sub-items below: SysLog, Panic Log,
and Alarm Logs.

43.4.1. System Log

The system log gives C1n Series AP/CPE system information like: software, hardware,
system configuration, and self-checking result. User may check system log via

Status->Log>SysLod.

Syslbg - Paniclog - Alarmlog
System Logs
File Name Download
2 syslog .4
B wi s

Figure 4-11 System Log

: The name of log files, you can click it to open the log file.
Download: Download log file. Please click the green downward arrow to download
the log file.

Click "syslog" under the , and you will find the log page below:
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Administration I

Tools About

Logs

Syslog - Paniclog -  Alarm Log
Tue Dec 23 12:00:05 UIC 2014 syslog@<6> import config: alarm... L
Tue Dec 23 12:00:05 UTIC 2014 syslog@<6> import config: blacklist...
Tue Dec 23 12:00:05 UIC 2014 syslog@<6> import config: cmd...
Tue Dec 23 12:00:05 UTC 2014 syslog@<6> import config: event...
Tue Dec 23 12:00:05 UTIC 2014 syslog@<6> import config: luci...
Tue Dec 23 12:00:05 UTC 2014 syslog@<é6> import config: luci_statistics...
Tue Dec 23 12:00:05 UTC 2014 syslog@<6> import config: network...
Tue Dec 23 12:00:06 UTC 2014 syslog@<6> import config: password...
Tue Dec 23 12:00:06 UTC 2014 syslog@<6> import config: snmpd...
Tue Dec 23 12:00:06 UIC 2014 syslog@<6> import config: system. ..
Tue Dec 23 12:00:06 UTC 2014 syslog@<6> import config: tempsensor...
Tue Dec 23 12:00:06 UTC 2014 syslog@<6> import config: thinap...
Tue Dec 23 12:00:06 UTC 2014 syslog@<é6> import config: utilities... B
Tue Dec 23 12:00:06 UTC 2014 syslog@<6> import config: wireless...
Dec 23 20:00:18 kernel: syslog@<6> Mii 100Mbps full duplex
Dec 23 20:00:23 kernel: syslog@<é> Mii 100Mbps full duplex
Dec 23 20:00:25 kernel: syslog@<6> ATH MAC TIMER: unit 0: phyv 4 not up carrier 1
Dec 23 20:00:25 kernel: syslogB<é> eth;rneg up
Dec 23 20:00:27 kernel: syslog@<é> Mii 100Mbps full duplex
Dec 23 20:00:27 kernel: syslog@<é> ipchange 0.0.0.0 > 192.168.1.222
Dec 23 20:00:42 kernel: syslog@<é> check memory (0} : 10M memory test ok
Dec 23 20:00:42 syslog: syslog@«3>: sirg watchdog start -t 1 -B 1000000
Dec 23 20:00:46 kernel: syslog@<é> radiol up
Dec 23 20:00:47 kernel: syslog@<é> schedule channel scan for radio0
Dec 23 20:00:47 kernel: syslogB<é> channel scan for radiol finished.
Dec 23 20:00:58 kernel: syslog@<é> bridge name bridge id STP enabled interfaces
Dec 23 20:00:58 kernel: syslog@<é6> br-lan B8000.001%bea0d79c no eth0
Dec 23 20:00:58 kernel: syslog@<é> ath000
Dec 23 20:00:58 kernel: syslog@<é> Bridge table: filter
Dec 23 20:00:58 kernel: syslog@<é> Bridge chain: INPUT, entries: 0, policy: ACCEPT 3
MAm 79 N ANECO Mrawmndle arnlacf@efn Dwiden nhosne EODWADD  Ansedans 0 enlsmess ACCERT 2
u] | A
| IDuwnIDad H Elackl|

Figure 4-34 System Log "Download and Back™ Button

Please click ’ro download the system log file and click at the end of

log to come back the previous page.

43.4.2. Panic Log

Panic Log is a self-generated log when the system finds some intfernal errors and need
to reboot itself.

User may check the panic log via Siaius%\tig_lé Panic Log|.

Configuration Administration Tools About

Logs

Syslog - Paniclog - Alarm Log
Panic Logs
File Name Download Delete

Figure 4-35 Panic Logs

: The name of Panic log files, you can click it to open the log file.
Download]: Download Panic log file. Please click the green downward arrow to
download the log file.

Delete|: Delete Panic log file.

Altai Technologies Ltd. All rights reserved




C1n Series WIFI AP/CPE Web-admin Configuration Manual
INLTIN\I]
Super WiFi TPS15-003 rev1.3

43.43. Alarm Log

User may check the alarm log via Statuséﬂligbﬁlarm Log|.

Administration Tools About

Syslog - Paniclog - Alarmlog
Alarm Logs
File Name Download
2 sm .4

Figure 4-36 Alarm Logs

: The name of log files, you can click it to open the log file.
Download: Download log file. Please click the green downward arrow to download
the log file.

5. System Configuration

5.1. C1n Series AP/CPE basic Configuration Procedures

1. Users need to click button to store the changed settings.

About

Configuration Administration

Wirdess

Radio0(2.46)

Radio0(2.4G) Setting

| General || ]| (e

Enable Radio: (V]

Radio Mode: [ApP v]

Country Code: [ROW v]

Wireless Mode: |2 4GHz 130Mbps(802 11ng HT20)  |v|

Radio Frequency: [2437MHz{Channel 6) ]
Transmit Power: [20 v|
Maximum Clients: [54 1(1-64)

Enable Inter.-WLAN User Isolation: [

l | Submit ;.a' |

Figure 5-1 Submit Change

2. On the top right corner, there is an Unsaved Changes link; User may click it to

check submitted items.
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BifEPy | RebootAR |

CPU Load: 0.10, 0.04, 0.01

17h 56min 5is|
EEEmg e
= N ETe—

Administration Tools

Thin AP

Status Configuration

Wireless

Network

System

Figure 5-2 Unsaved Change

3. Please click Unsaved Changes link to review the pending configuration detail

information.

Configuration Administration

Configuration / Changes

Section added Option changed Option removed

wireless.device_radiol

wireless.device radiol.channel=auto
wireless.device radicf.race 1lm=0
wireless.device radio0.rate_lm=0
wireless.device radioc0.rate_Zm=0
wireless.device radio0.rave 5_Sm=0
wireless.device_radiocl.transmit_power=17
wireless.device radis0.wireless mode=1lanonly

:nm: :Siw&lwly::ﬂm:
Figure 5-3 Unsaved Change Detail

4. Click link to apply all submitted changes:

Configuration || Administration

Configuration / Apply

A.pph‘lng changes Click~

3 & Witing for router... Save&Apply+
The following changes have been committed:

Legend:

[ ] section added Option changed Option removed

wireless.device radicO

wireless.device radic(.channel=amto
wireless.device radic.rate_llm=0
wireless.device radic0.rate_lm=0
wireless.device radio0.rate 2m=0
wireless.device radio(.rate 5 Sm=0
wireless.device radiof.tranamit power=17
wireless.device radicl.wireless mode=llanconly

1

Figure 5-4 Save and Apply Changes

5. You will find “The following changes have been committed”

Altai Technologies Ltd. All rights reserved



C1n Series WIFI AP/CPE Web-admin Configuration Manual

INLTAN\I
Super WiFi TPS15-003 rev1.3

Configuration / Apply

Im following changes have been committed: |

Legend:

Secton added ] secton removed Option changed Opbion removed
wireless.interface radiod_2
wireless.interface radiod_2.vap enable=i

Figure 5-5 Changes have been committed

6. The whole committing changes progress, it is no need to reboot Cln Series
AP/CPE.

5.2. Basic System Configuration

User may specify the basic system parameters via [Configuration|>System|. The

parameters include System Info Setting, Network Time Protocol (NTP) Setting, and

Historical Statistics Collection Setting.

Administration

Configuration

Network | Wireless | Thin AP

Status

System

Basic System Setting

System Info Setting NTP Setting

System Name:
| | IP Address Type: ® 1Pv4 O PG

System NEID: | | NTP Server IP: (75161208 el
System Location:
v | | NTP Polling Interval: [120 |
® (15-864005)
NTP Time Zone: [Asia/Hong Kong

Daylight Saving Time: [ ]

Historical Statistics Collection Setting

Enable Historical Statistics:

Sampling Frequency: |31] (s)

Figure 5-6 NTP Setting

............................

.................................

System NE ID: Sej system NE ID, the system NE ID can be up to 64 characters long.
System Location;: Set system location, the system location can be up to 255
characters long.

“NTP Setting” is used to set NTP (network tfime protocol) information. NTP is a network
time protocol for the C1n Series AP/CPE to synchronize the system time. If NTP is
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needed, IP address of the NTP server must be added and C1n Series AP/CPE will
synchronize with the NTP server. It is useful o maintain the network and make sure all
APs are using ’rhe same system fime by setting the same NTP server.

IP Address Type IPv4 or IPvé. (Please note that IPvé is available only if enabling IPvé in

Ne’rwork se’rhng web page).

oddress

NTP Polling Intgrval?: By default, it is 600s

NTP Time Zone: Time Zone setting, by default it is Asia/Hong Kong.
Daylight Saving Time:: By default, it is not selected.

“Historical Statistics Collection Setting” is used to set Historical Statistics function and
the sampling frequency.
Enable Historical Statistics: Enable or Disable Historical Statistic function.

ESampIing Frequency: Specify sampling frequency of statistics ; the default setting is 30

seconds per sample.

Procedures:

1. Select |Configuraiion|— fo go fo system setting page.

Type in the system information if necessary.

--------------------------------

Set polling interval in NTP Polllng Interval; from 15s to 86400s. The default setting is
600s.
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...................................

Enable day light saving tfime in ;Daylighi quing Time if necessary

Enable Historical Statistics function and select sampling frequency if necessary

Click

Click Save&Apply| fo commit changes.

Y o N oo o

5.3. Network Configuration

User may configure the network via |Configuration| ->Networkl. The configuration

includes General Network Setting, VLAN, DHCP, Port Forward, and Safe Mode.

53.1. General Network Configuration

User may configure the network via [Configuration|->Network->|General. The

parameters include Network Setting, WAN Setting (IPv4 and IPvé), STP Setting,
WLAN/LAN Interface Assignment, LAN Setting, and Ethernet Setting.
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About

Administration

General - WLAN - DHCP - PortForward - Safe Mode
General Network Setting
Metwork Setting WAMN/LAN Interface Assignment
Metwork Setting: [Switch Mode [+] Ethernet: ® ywan O Lan
Enable IPv6: [] Radiol(24G): Cwan @ Lan
Enable NAT Mode:
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: |St.E|lic LANIF Address: 1oz |.[168 . D& b |

LANIP Address Mask: B55 |55 . 258 | |

IFvd Address: 10 . B Lper ez ]
IPud SubnetMask: [oss  .255 | pss | |
IPvd Default Gateway: 152, 168 L[1 Lf |
IPv4 DNS Server IP Address: | ]

DHCF Option 60 Enterprise [3002 |
Code: @ (D-65535)

WAN Setting{IPvE) Ethernet Setting
Internet Connection Type:  —iaii- Ethernet Mode: [autg
STP Setting

Enable TP Mode: []

-
Figure 5-7 Network Setting

1) Network Setting

C1n can act as Layer 2 switch or Layer 3 gateway.

Administration Tools

Status Configuration

General - VILAN - DHCP - PortForward - Safe Mode
General Network Setting
Network Setting WAN/LAN Interface Assignment
Network Setting: [Switch Mode Ethemnet: @ wan O 1an
Enable IPvé: [ ] Radiod(24G): O wan @ Lan

Enable NAT Mode:

Figure 5-8 Network Setting

mode or Gateway mode. If configuring as Switch mode, C1n acts as a switch. It inter-
exchanges the packets between Ethernet and WLAN((s); if configuring as Gateway
mode, C1n acts as an IP gateway. NAT and DHCP server are available only in

enable it if AP is connected to IPvé network; otherwise disable this option. By default,
it is disabled.

Configure C1n as switch:
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In switch mode, Cln works as a switch to deliver data between Ethernet interface

and wireless interfaces.

1 Select [Configuration->Network->General to go to configuration page.

2
3 Click [submif.
4  Click Save&Apply [fo apply changes.

Configure C1n as gateway:

In Gateway mode, C1n acts as a gateway. By default, Ethernet is assigned as WAN
interface; while Radio interfaces (2.4G or 5G) are assigned as LAN inferface. The LAN
IP information, i.e. LAN IP address and LAN IP address mask, must be specified in
gateway mode. Cln use LAN IP address communicate with the clients inside LAN;
C1n use WAN IP address (the IP address under WAN Setting) fo communicate with the

outside network.

1 Select [Configuration|->Network->General to go to configuration page.
2  Select "Gateway Mode” in |[Network Setting|.

3 Click [submif.
4

Click Save&Apply| fo apply changes.

EI Warnings: When the C1n acts as gateway, VLAN function is not available.

2) WLAN Setting (IPv4)

Status Configuration

General - VLAN DHCP Port Forward Safe Mode
General Network Setting
Network Setting WANI/LAN Interface Assignment
Network Setting: [Switch Mode Ethernet: @ wan O 1Lan
Enable IPvé: [ ] Radio0(24G): Owan @ Lan
Enable NAT Mode:
WAN Setting(IPvd) LAN Setting(IPvd)
Internet Connection Type: [Static LANIP Address: [102  |.[i68 |.[ga |1 |
IPv4 Address: [10 || l.[1e1 |22 | LANIP Address Mask: pes |55 |.[255 | |
1Pv4 Subnet Mask: D55 L Dss |55 |0 |
IPv4 Default Gateway: |192 H153 | |1 | |1 |
1Pv4 DNS Server IP Address: | |ﬂ
WAN Setting(IPve) Ethernet Setting
Internet Connection Type:  Siatie Ethernet Mode: [auto
STP Setting
Enable STP Mode: []

Altai Technologies Ltd. All rights reserved
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Internet Connection Type?: Static IP or DHCP client

IPv4 Address: If C1n uses static IP, please give it a fixed IP

IPv4 Subnet Mask: If C1n uses static IP , please give it a subnet mask

IPv4 Default Gateway:: If C1n uses static IP, please give it a Gateway address
IPv4 DNS Server: If C1n uses static IP, please set DNS IP address

There are 2 internet connection types: Static or DHCP, in both Switch mode and

Gateway mode.

Configure C1n with static IPv4 IP address:

User configures C1n IP address, subnet mask, gateway address, and DNS server IP

address manually:

1 Select Configuration->Network->Generall

Select “Static” in Internet Connection Type..

Set IP address in IP Address.

Set IP address mask in Subnet Mask:.

Set gateway’s IP address mask in Default Gateway Address.

Set DNS server's IP address mask in DNS Server IP Address.
Click
Click [Save&Apply| fo apply

0 N O 00 AW N

Configure C1n to obtain IPv4 address from DHCP server:

C1n obtains IP configuration from DHCP server automatically:

J—

Select [Configuration->Networkl>(General

2  Select “DHCP" in Internet Connection Type..

3 Click
4  Click Save&Apply [fo apply

3) WLAN Setting (IPvé)
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Status

Safe Mode

General Network Setting

Port Forward

General - VLAN

Network Setting WANI/LAN Interface Assignment

Network Setting: [Switch Mode Ethernet: @ wan O Lan
Enable IPv6: Radio0(24G): O wan @ Lan
Enable NAT Mode:
WAN Setting(IPvé4) LAN Setting(IPv4)
Internet Connection Type: [DHCP LANIP Address: [152 | [i68  |.[pa  |.[1 |
Enable DHCP Option 60: [ LANIP Address Mask: D55 | [p55 |55 |.p |
WAN Setting(IPve) Ethernet Setting
Internet Connection Type: |5taﬁc Ethernet Mode: |aul0
IPv6 Address: | ||j
IPv6 Default Gateway: | |
IPVG DNS Server: | |ﬂ

Figure 5-10 WLAN Setting (lpvé)

Internet Connection Type?: Static IP or DHCP client

IPvé Address: If C1n uses static IP, please give it a fixed IP

IPvé Default Gateway:: If C1n uses static IP, please give it a Gateway address
IPvé DNS Server; If C1n uses static IP, please set DNS IP address

The WAN Setting(IPvé) configure procedure is similar to WAN Setting(IPv4)

4) STP Setting

Tools

Safe Mode
General Network Setting

Port Forward

Network Setting WANI/LAN Interface Assignment

Network Setting: [Switch Mode Ethernet: @ wan O 1Lan
Enable IPv6: Radio0(2.4G): O wan @ 1an
Enable NAT Mode:
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: |DHCP LANIP Address: [192  |.[165 |95 |- [t |
Enable DHCP Option 60: [] LANIP AddressMask: g5 |55 |55 |0 |
WAN Setting(IPve) Ethernet Setting
Internet Connection Type: |DHCP Ethernet Mode: |auto

STP Setting

Enable STP Mode: [ ]

Figure 5-11 STP Setting

Enable STP Mode:: Enable or disable the STP service.

5) WAN/LAN Interface Assignment
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Status Administration

System | Network | Wireless = Thin AP

Configuration

General - VIAN - DHCP - PortForward - Safe Mode

General Network Setting

Network Setting WANI/LAN Interface Assignment
Network Setting: |Switch Mode Ethernet: @ wan O Lan
Enable IPv6: Radio0(24G): Owan @ Lan

Enable NAT Mode:

WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: [DHCP LANIP Address: [192  |.[iea  |.[a5 |1 |
Enable DHCP Option 60: [ LANIP Address Mask: D55 | D55 255 |.p |
WAN Setting(IPv6) Ethernet Setting
Internet Connection Type: |DHCP Ethernet Mode: |auto
STP Setting

Enable STP Mode: [ ]

-Submil Help

Figure 5-12 WAN/LAN Interface Assignment

Ethernet/Radio0 : Specify Ethernet, Radio0 as either LAN interface or WAN interface, it
is only available in gateway mode.
iEnable NAT Mode:: If NAT Mode is set as "disable"”, the AP will not perform any network

address franslations on all traffics. The traffics that passed from the wireless clients to
the DS (Ethernet) port or wireless bridge (802.11a radio) is not modified. If NAT Mode is
set as "enable”, the AP will perform network address translations on all traffic. AP
franslates IP address between the wireless client subnet and the DS subnet for the
traffics that passed from the wireless clients to the DS (Ethernet) port or wireless bridge

(802.11a radio). This option is only available in gateway mode.

6) LAN Setting (IPv4)
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Tools

General - VLAN DHCP Port Forward Safe Mode
General Network Setting
Network Setting WAN/LAN Interface Assignment
Network Setting: [Switch Mode Ethemnet: @ wan O Lan
Enable IPv6: Radio0(24G): O wan @ LaN
Enable NAT Mode:
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: |DHCP LANIP Address: [192  |.[165 | [958 -1 |
Enable DHCP Option 60: [ LANIP AddressMask: D55 | ps5 [pss |p |
WAN Setting(IPv6) Ethernet Setting
Internet Connection Type: |DHCP Ethernet Mode: |aut0

STP Setting

Enable STP Mode: [ ]

Figure 5-13 LAN Setting (IPv4)

LAN IP Address: IP address of local area network. it is only available in gateway
mode.

LAN IP Address Mask: IP address mask of local area network. it is only available in
gateway mode.

7) Ethernet Setting

Administration

Safe Mode
General Network Setting

Port Forward

Network Setting WAN/LAN Interface Assignment

Network Setting: [Switch Mode Ethernet: @ wan O Lan
Enable IPv6: Radiod(24G): O wan @ Lan
Enable NAT Mode:
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: |DHCP LANIP Address: [192 | [168 | [95 -1t |
Enable DHCP Option 60: [ LANIP Address Mask: 55 D55 |55 |.p |
WAN Setting(IPve6) Ethernet Setting
Internet Connection Type: |DHCP Ethernet Mode: |auto
STP Setting

Enable STP Mode: []

Figure 5-14 Ethernet Setting
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Ethernet Duplex: AP Ethernet link operation mode; option includes 10 Mbps (Full
duplex/Half duplex), and 100 Mbps (Full duplex/Half duplex). This option is only
available if Ethernet mode is set as “manual”.

Configure C1n with Ethernet auto-negotiation:

C1n performs auto-negotiation to select transmission parameters in Ethernet port,

such as speed, duplex mode.

1 Select |Configuration|—>|Nefwork|—>|GeneraI|

-------------------------------------

2
3 Click
4  Click Save&Apply [fo apply

Configure C1n without Ethernet auto-negotiation:

User configures the speed and duplex mode of Ethernet port manually. The opftion
includes 100Mbps (Full/Half), and 10Mbps (Full/Half).

1. Select Configuration|->Network->Generall

-------------------------------------

2. Select “manual” in Ethernet Mode..

3. Select suitable speed and duplex mode in Ethernet Duplex.

4. Click
5. Click Save&Apply [to apply

5.3.2. VLAN

User may configure VLAN setting via [Configuration| ->Network| ->VLAN|.

Configuration Administration Tools About

Systern | Network | Wireless | Thin AP

General - VLAN - DHCP - PortForward - Safe Mode
VLAN Configuration

Enable VLAN: ©

Native VLAN Tagaing: !

Native VLAN Tagld: [1 | (1-
4094)

Management VLAN Tagld: [1 | (1-
4094)

Figure 5-15 VLAN Setting

setting is disabled.
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Native VLAN Tagging: Enable or Disable Native VLAN Tagging; if enabled, C1n tags
the incoming frame, which is untagged, with native VLAN id before forwarding the
frame. By default, it is “disable”.

Native VLAN Tagld?: Specify Native VLAN ID.

Management VLAN Tagld: Specify Management VLAN ID.

Configure C1n with VLAN:
1. Select Configuration->Network->VLAN|

---------------------------------

Specify VALN ID for each WLAN.
Click
Click Save&Apply| fo apply
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To specify VLAN ID for each WLAN, please refer to section WLAN configuration for

more detail.

5.3.3. DHCP Server

DHCP Server function is available in Gateway Mode only. User may enable and

configure DHCP server via |Configuration->Network->DHCP|. There are two options,

Disable and Server Mode. If DHCP Server is set as “Server Mode”, Cln acts as a DHCP
server of LAN interface. It distributes network configuration parameters to all

associated clients, such as IP address, gateway’s IP address ...etc. User may specify

the address pool setting by click the icon “€" ynder “Detail” column.

Configuration Administration Tools About

Systern | Network | V

General - WLAM - DHCP - PortForward - Safe Mode
DHCP Server Setting

HCP Server: [pisable ™
Disable
Server Mode

Figure 5-8 DHCP Server Setting drop-down Menu

Altai Technologies Ltd. All rights reserved



C1n Series WIFI AP/CPE Web-admin Configuration Manual
INLTIN\I]
Super WiFi TPS15-003 rev1.3

Configuration Administration Tools About

Systern : Metwork | Wireless : Thin AP

General - VLAM - DHCP - PortForward - Safe Mode
DHCP Server Setting
[ DHCP Server: [Server Mode [v] ]
Pool ID Start IP End IP Default Lease Time Enable Detail
1 0.0.0.0 0.0.0.0 86400 Mo I
2 0.0.0.0 0.0.0.0 86400 Mo 2
3 0.0.0.0 0.0.0.0 86400 Mo =
4 0.0.0.0 0.0.0.0 86400 Mo =

Figure 5-9 DHCP Server Mode Setting

If the DHCP Server Mode is set to Server, then the Cl1n Series CPE/AP will act as a
DHCP server for allocation of IP address to the wireless client associated. The following
procedures show the allocation of the IP address, subnets mask, gateway and DNS
information. And edit the Pool ID 1.

Configuration Administration Tools About

Systern i Network Thin AP

General - WLAM - DHCP - PortForward - Safe Mode
Address Pool Setting

Enable Pool: #

PoollD: 1
StartiPAddress: 0 o |jo o |
End IP Address: [0 o o o |
pust: o o o o ]
ousz o o o o ]
DNS3: [ o o o |

Default Lease Time: [B5400 |
@ (60-604800 Seconds)

Back to Pools List Help

Figure 5-10 DHCP Server - Address Pool Setting

ommmemeesmomeeoe oo .l

Enable Pool: Enable or Disable Pool

Start IP Address;: Start I[P address of the Pool

End IP Address: End IP address of the Pool

Default Lease Time:: Time to release the IP address to the clients

Configure C1n as DHCP server:

Altai Technologies Ltd. All rights reserved
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1. Select Configuration| ->Network| ->DHCP|
Select "Server Mode” in .
Click

Click the icon u under “Detail” column.

------------------------------

S T

Provide IP address range for leasing by filling IP addresses in both Start IP Address|

and End IP Address respectively.

7. Set at least one DNS server's IP address in DNS1, DNS 2, or DNS 3.

8. Configure lease time in Default Lease Time! from 60 s to 60480s. The default value
is 86400s.

9. Click

10. Click to apply

5.3.4. Port Forwarding

The Port forwarding service is only available at gateway mode. User may enable and

configure port forward via |Configuration->Network->Port Forwarding|. The function is

used to permit communications by external hosts with services provided within a

private local area network. User may specify the port forward setting by click the icon

[ under “Detail” column.

Altai Technologies Ltd. All rights reserved
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Tools

General - VWLAM - DHCP - PortForward - Safe Mode
Port Forward

D Local IP Local Port Type Global Port Enable Detail
i 0.0.0.0 0 TCP & UDP i} Mo _-ﬂ

2 0.0.0.0 0 TCP & UDP i} Mo _-ﬂ

3 0.0.0.0 0 TCP & UDP i} Mo _-ﬂ

4 0.0.0.0 0 TCP & UDP i} Mo _-ﬂ

5 0.0.0.0 0 TCP & UDP i} Mo _-ﬂ

6 0.0.0.0 0 TCP & UDP i} Mo _-ﬂ

7 0.0.0.0 0 TCP & UDP i} Mo =

8 0.0.0.0 0 TCP & LUDP i} Mo =

9 0.0.0.0 0 TCP & UDP i} Mo =
10 0.0.0.0 0 TCP & LUDP i} Mo =
11 0.0.0.0 0 TCP & UDP i} Mo =
12 0.0.0.0 0 TCP & LUDP i} Mo =
13 0.0.0.0 0 TCP & UDP i} Mo =
14 0.0.0.0 0 TCP & LUDP i} Mo = |
15 0.0.0.0 0 TCP & UDP i} Mo = .
16 0.0.0.0 0 TCP & LUDP i} Mo =
17 0.0.0.0 0 TCP & UDP i} Mo =
18 0.0.0.0 0 TCP & LUDP i} Mo =
149 0.0.0.0 0 TCP & UDP 0 Mo =
20 0.0.0.0 0 TCP & LUDP 0 Mo =

Submit

Figure 5-11 Port Forwarding

Tools

General - VLAN - DHCP - PortForward - Safe Mode
Port Forward Setting

Enable:

D 1

LocallPAddress: 0 |p Lo b ]

Local Port: [1 |

Protocol Type: | TCP & UDP El

Global Port: [1 |

Description:

Back to Port Forward List | Help

Figure 5-12 Port Forwarding Setting

i Whether the particular port forwarding entry is active or not; all the port
forwarding entries are saved in system configuration file. Only the enabled entries
take effect.

Local IP Address; Specify the host, which is connected to the internal network, is
accessible from the external network.
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ni Additional information about the port forwarding entry.

Enable port forwarding in C1n:

—_

Select [Configuration| ->Network| ->Port Forwarding|

Click the icon w4 under “Detail” column.

0 o N o~ WD

Click
10. Click [Save&Apply| to apply

5.3.5. Safe Mode

User may configure Safe mode via |[Configuration->Network| ->Safe Mode|. Safe Mode

is for detecting the backhaul link integrity. If the AP loses its backhaul connectivity, it
forces the clients to re-associate with another AP by changing its SSID to a default
“Safe Mode X", where “X" is the MAC address of the radio in hexadecimal. This action
can protect the client from connecting to the AP which has no backhaul to the
Internet end. Total duration for AP from losing backhaul link to safe mode is 3 x ping

interval seconds. By default, Safe Mode is disabled.

Altai Technologies Ltd. All rights reserved
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Configuration Administration Tools About

Systern | Metwork | Wireless ;| Thin AP

General - NLAMN - DHCP - PortForward - Safe Mode
Safe Mode Setting

Enable Safe Mode:

Ping Host1: o o ko k]

Ping Host2: 0 o o ]

Ping Host3: o o ko ko ]

Ping Interval: [10 | (3-
30s)

Figure 5-13 Safe Mode Setting

Enable Safe Mode: Enable or disable safe mode. By default, it is disabled.

--------------------------------

10 seconds.

Enable safe mode in C1n:

1  Select|Configuration|->Network|->Sate Mode|

2 Click Enable Safe Mode.

--------------------------------

5 Click Submif
6 Click Save&Apply [fo apply

5.4. Wireless

User may configure wireless network via [Configuration->Wireless. C1n and Clan only

have 2.4GHz Radio, Clan and Clxan only have 5GHz Radio.

Altai Technologies Ltd. All rights reserved
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Administration About

Thin AP

Configuration

Wireless

Radio0(2.4G)

Radio0(2.4G) Setting

| General | [ ] | | [os] [wee|
Enable Radio:

Radio Mode: |Ap

Country Code: [HONG KONG

Wireless Mode:  [2 2GHz 130Mbps(802.11ng HT20)

Radio Frequency: [2412MHz(Channel 1)
Transmit Power: |29
Maximum Clients: 200 | (1-256)

Enable Inter WLAN User Isolation: 7]

Figure 5-22 Radio Setting

54.1. Radio0 Configuration

User may configure wireless network on radio0 via [Configuration| ->Wireless| ->Radio0).

The content is related with Radio Mode, CIn and Clxn have AP/Station/Repeater

mode, Clan and Clxan have AP/Station/Repeater/Bridge mode.

5.4.1.1. Radio0 Configuration - AP Mode
5.4.1.1.1. General Configuration

User may set Radio0 general configuration via [Configuration> Wireless> Radio0~>

Altai Technologies Ltd. All rights reserved
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Configuration Administration

k| Wireless | Thin AP |

Radio0(2.4G)

Radio0(2.4G) Setting

| General | [ ] | | [os] [wee|
Enable Radio:

Radio Mode: |Ap

Country Code: [HONG KONG

Wireless Mode:  [2 2GHz 130Mbps(802.11ng HT20)

Radio Frequency: [2412MHz(Channel 1)
Transmit Power: |29
Maximum Clients: 200 | (1-256)

Enable Inter WLAN User Isolation: 7]

Figure 5-23 Radio Parameters

regulatory domoun such as maximum ’rronsm|55|on power, available operating
frequency channel eTc Hong Kong is defoul’r setting.

-------------------------------------

and channel bondW|d’rh via this option.

Radio Frequency Specify the operating frequency channel. User may select “auto”
or fix a frequency channel manually. If “auto” is selected, C1n selects the best
channel automatically.

Transmit Power: Specify the transmission power (dBm) of radio0.

Maximum Clientsi: Specify the maximum number of users C1n serves. The value
should less than 256.

Enable Inter-WLAN User Isolation;: Allow or block inter-WLAN user communication. If
enabled, clients cannot communicate to each other directly when they associated
into different WLAN. By default, it is “disable”.

Disable HT20/HT40 Auto Switch: C1n may change the channel bandwidth between

20 MHz and 40 MHz automatically during operating time. This option disables such

change if user enables this function. This option is available if Wireless Mode! is

configured as HT40.

Periodic Auto channel Selection:: Specify how often Cln selects the operating
channel for WLAN. If enabled, user may speC|fy channel selection time by either
schedule or periodic. This option is available if | Radio Frequency is configured as “auto”
,Dynamlc Radio Frequency Selection (DFS),. This configuration item can only have in
Clan and Clixan. DFS is a mechanism to allow unlicensed devices to use the 5 GHz
frequency bands already allocated to radar systems without causing interference to
those radars. When enabled, AP monitors radar during CAC period. Provided that no
radar is detected during CAC period, a communication link is established on the
selected channel. CAC period is 10 minutes between 5.6GHz and 5.65GHz; while
CAC period is 60 seconds outside 5.6GHz and 5.65GHz.

Remark: The Radio Frequency must be set to “Auto”.
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Configure radio0 as AP:

1 Select Configuration->Wireless->Radio0->Generall

2 Check Enable Radio,

6 Select operating channel in Radio Frequency

7 Set maximum transmit power in Transmit Power

8  Set the maximum number of users Radio0 serves in Maximum Clients|

9  Check Enable Inter-WLAN User Isolation if necessary.

10 Check Periodic Auto channel Selectioni if necessary; please specify channel

selection time by either schedule or periodic if Periodic Auto channel Selection is

enabled.

11 Click
12 Click [Save&Apply| to apply

5.4.1.1.2. WLAN Configuration

C1n Series AP/CPE radio0 supports maximum 16 WLANs, and they can be configured
separately. User may configure each individual WLAN via |Configuration>
Wireless> Radio0 |[>WLAN|.

Altai Technologies Ltd. All rights reserved
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Administration

Thin AP

Configuration
¢ | Wireless :

Radio0(2.4G)
Radio0(2.4G) Setting
| | [wean] | | [aos] [wee]
WLAN Configuration
Radio0(2.4G WLAN Station
. Max o VLAN Pass- = - M = M a
WLAN SSID ClierltsIsolatmn Through/ID Auth Mode Access Traffic Right Uplink/Do Uplink/ Do Detail
Control Control

(—

Oo O open  |Full Access I~ | b ] | b More...
[ Hide 551D [J pass through

O1 | open  |Full Access M1 P b 1P More...
[ Hide ssiD [ pass through

2 O open  [Full Access [v|E | B o | b More...
[ Hide ssip [ pass through

O3 O open  |Full Access [~ | B ] | B More...
[ Hide ssID [ pass through
Superwifi Netwo ]

Oa : | open  |Full Access v | B o | b More...
[ Hide ssID ] pass through
—

Os =F O open  |Full Access I~ | b 1] | b More...
[ Hide 551D [ pass through
Superwifi Netwo i ]

Os =P O open  |Full Access VME T B (I ] More...
O Hide ssID [ pass through
Stper Netwo —

Oz O open  |Full Access v~ | B 1] | D More...
O Hide ssID [ pass through
—

Os =P O open  |Full Access vME T B ] More...
[ Hide ssID [ pass through
SUper Netwo (—

Oa O open  |Full Access I~ | b 1] | B More...
[ Hide ssID [ pass through
—

00 =P O open  [Full Access ~E ] E B0 o
[ Hide sSID [ pass through
1

O O open  |Full Access ) | D P | O More...
[ Hide ssID [J pass through
I

1z : O open  |Full Access i) | b P | B More...
O Hide ssID [ pass through
1

013 = O open  |Full Access ) | O P | O More...
0 Hide ssD [ pass through
I

014 =F O open  |Full Access i) | b P | B More...
[ Hide ss [J pass through
1

115 : O open |Fu||Access o | 1] | b More...

[ Hide ssI

[ pass through

Figure 5-24 RadioO WLAN Setting

Enable W N i Enable or Disable WLAN from 0-15.
SSID: Specify SSID of each WLAN; it supports up to 32 characters. The default SSID is

guperwifi Network X, where X is WLAN number.

smaller than or equal to the value of (Maximum Clients in General setting. The default
value is 256.

communicate to each other directly in the same WLAN. By default, it is enabled.
VLAN Pass-Through/IDE: Specify the VLAN ID of WLAN or configure the WLAN that acts
as VLAN fruck port. This option is available if user enables VLAN. If user specifies a
VLAN ID, A2 tags all incoming packets from the radio with VLAN ID, and then forwards
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them out. If user specifies a WLAN as VLAN pass through, C1n does not modify the
incoming packets that are tagged. Also, C1n tags the packets, which are not tagged,

-----------------------------

3 options: “Full Access”, "AP Management Only”, and “AP Management Disable”.
“Full Access”: Associated client can act as normal user and access AP for

configuration.
“AP Management Only”: Associated client can access AP for configuration only.

“AP Management Disable”: Associated client can act as normal user but cannot
access AP.

WLAN Uplink/Downlink Control: Bandwidth control for WLAN; user may limif the
maximum speed of uplink and downlink for particular WLAN respectively. The value is
in term of kbops. “0" means disable. By default, it is disabled.

Station Uplink/Downlink Control: Bandwidth control for each associated client in
particular WLAN; user may limit the maximum speed of uplink and downlink for each
associated client in particular WLAN respectively. The value is in term of kbps. “0”
means disable. By default, it is disabled.

5.4.1.1.2.1. WLAN X (0-15) General Configuration

C1n Series AP/CPE radio0 supports maximum 16 WLANs, and they can be configured
separately. User may have detail configuration of each WLAN via
[Configuration->Wireless|->Radio0->WLAN| then click “More..."” of each WLAN.

Administration
AP

Configuration

ork | Wireless | Thin

Radio0(2.4G)
Radio0(2.4G):WLANO Setting
| wian General | | | | o] |
Radio0(2.4G Enable WLAN: [ ]
VLAN Pass Th Radio0(2.4G):WLANO Setting
VLAN Tagld: [i | (1-2009)
Hide $8ID: [ ]

§8ID:  frcac-ocal

Enable Intra-WLAN User Isolation: ]

Allow DHCP Snooping Trusted Port: O

Access Traffic Right: |Fu|| Access

Max Clients: [T25 | (1-256)

Station Association Requirement

Reject Station Association if SNRlessthan [ |da

(0-100dB, 0:Disable)
Disassociate Station if SNR drops more than |:| d& for consecutive packets.
(0-100dB) @ 1-256)

Figure 5-25 WLAN General Setting

i Enable or disable this WLAN.
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VLAN Pass Throughi: Configure the WLAN that acts as VLAN truck port. This option is
available if user enables VLAN. If user specifies a WLAN as VLAN pass through, C1n
does not modify the incoming packets that are tagged. Also, C1n tags the packets,
which are not tagged, with native VLAN ID if Native VLAN Tagging is enabled.

------------------------------

If user specifies a VLAN ID, C1n tags all incoming packets from the radio with VLAN ID,

and then forwards them out.

------------------------
-----------

Superwifi Network X, where X is WLAN number.

Enable Intra-WLAN User Isolation: Allow or block infra-WLAN user communication. If
enabled, clients cannot communicate to each other directly in the same WLAN. By
default, it is enabled. By default, it is enabled.

‘Allow DHCP Snooping Trusted Port: DHCP snooping prevents illegal DHCP servers from
offering IP address on untrusted wireless port.

------------------------------

Station Association Requirement

ERejec’r Station Association if SNR less than X: Set the minimum signal value X(SNR) for
client can associate to this WLAN. When a client’s SNR lower than X, This client can’t
associate to this WLAN, The range is 0~100dB, and 0 means disable.

Disassociate Station if SNR drops more than Y dB for consecutive Z packets: Set the
signal threshold value Y(SNR) and the packet threshold value Z. When a client’s SNR is
lower than Y and loose Z packets consecutively, this client will be disassociated from
Radio0.

Back to WLAN List: Go back to previous page

Configure a WLAN in Radio0:
1. Select [Configuration|->Wireless|->Radio0 | >WLAN| to click “More..." behind the

WLAN, and then select WLAN Generall.

----------------------------------

-------------------------------

necessary.
Specify whether Radio0 broadcasts this SSID.

-----------

Enable Intra-WLAN User Isolation; if necessary.

Select WLAN's Access Traffic Right.

¥ ® N o o A

Set the values in Reject Station Association if SNR less than X, Disassociate Station|

if SNR drops more than Y, and for consecutive Z packets!iif necessary.
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10. Click [Submif
1. Click’ro apply

5.4.1.1.2.2. WLAN X (0-15) Security

C1n supports different wireless security scheme to prevent unauthorized access. User
may enable the wireless security with different combination of authentication scheme
and cipher scheme. The default security setting is Open without cipher scheme, i.e.
no security and data encryptfion. User may specify the wireless security via

(Configuration->Wireless->Radio0>WLAN| to select “More..."behind the WLAN, and

then select to access to security configuration page.

Administration
Thin AP

Configuration

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

| | [ wean securiy | | | o] |
WLAN Security Setting

Authentication Mode: |Open
Cipher Mode: |Disabled
ACL Setting
Access Control List: IDisabIed
Back to WLAN List Help
Figure 5-26 WLAN Security Setting
1) Open

If a WLAN opens to the public without any authentication, user may configure
authentication mode of that WLAN as “Open”. User may enable the cipher mode

when authentication mode is set as “Open”. The option of cipher mode is “WEP™ only.
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Administration
AP

Configuration

Wireless : Thin

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

| | [ wnan secury | | NS |
WLAN Security Setting

Authentication Mode: |Open
Cipher Mode: [Disabled

ACL Setting
Access Control List: |Disabled

Back to WLAN List Help

Figure 5-27 Open & No Security

Configure an open WLAN without data encryption:

1. Select Configuration| -> Wireless -> Radio0 | -> WLAN| to edit “More..." behind the
WLAN, and then select WLAN Security| to access to security configuration page.
Select “Open” in /Authentication Mode!

-----------------------------------

Click
Click [save&Apply] to apply

2
3. Select “Disabled" in; Cipher Mode
4
5

Administration
Thin AP

Configuration

Wireless

ok

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

| | [wian securty | | e |
WLAN Security Setting

Authentication Mode: |Open
Cipher Mode: [WEP
Default WEP Key: [i | (19
ACL Setting
Access Control List:  [Disabled

Back to WLAN List Help

Figure 5-14 Open & WEP Sefting

Configure an open WLAN with WEP encryption:

1. Select [Configuration| -> Wireless -> [Radio0 -> WLAN| to edit “More..." behind the

WLAN, and then select to access to security configuration page.

Select “Open” in Authentication Mode|

-----------------------------------

Set the Key number (1-4) in Default WEP Key

ClickSubmif

Altai Technologies Ltd. All rights reserved
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6. Click Save&Apply| to apply

To specify the WEP key, please refer to section WEP Key Setting for more details.
2) Shared Key Mode

Shared Key authentication is one of the authenfication methods with WEP encryption.
Wireless clients must be passed through the authentication procedure before

association. WEP is the only chiper scheme for shared key authentication.

Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

| | [ wean securit | | | [eos] | |
WLAN Security Setting

Authentication Mode: [Shared
Cipher Mode: [WEP
Default WEP Key: [i e
ACL Setting
Access Control List: |D|sabled
Back to WLAN List Help

Figure 5-29 Shared Key

Configure an WLAN with Shared Key authentication:

1. Select Configuration| -> Wireless -> [Radio0-> WLAN| to edit “More..." behind the
WLAN, and then select WLAN Security| fo access to security configuratfion page.
Select “Shared" in j/Authentication Mode

-----------------------------------

Set the Key number (1-4) in Default WEP Key

Click
Click to apply

o s WP

To specify the WEP key, please refer to section 2.4G WEP Key Setting for more details.
3) WPA/WPA2/WPA-auto

WPA is a security technology that improves on the authentication and encryption
features of WEP. WPA provides stronger encryptfion than WEP by introducing two
standard technologies: Temporal Key Integrity Protocol (TKIP) and Advanced

Encryption Standard (AES). TKIP generates a new 128-bit key for each packet and
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thus prevents the types of attacks that compromised WEP; while AES provide stronger

data protection than TKIP. WPA2 is a security standard that aims to replace WPA. AES
is the only opfion in cipher mode in WPA2 security. If AP is configured with WPA-auto
authenfication, it supports clients using either WPA or WPA2 authentication, AES+TKIP

is the only option in cipher mode in WPA-auto security.

WPA-Enterprise (WPA) or WPA2-Enterprise (WPA2) is designed for enterprise networks
and requires a RADIUS authentication server. This requires a more complicated sefup,
but provides additional security.

Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

| | [ wian security | | | o] |
WLAN Security Setting

Authentication Mode: |WPA
Cipher Mode: [AES+TKIP
Group Key Update Interval: '33400 | (=)
RADIUS Server Setting
NAS Identifier: | | (0-32)

RADIUS Server IP Address Type: @) 1p,4 C 1Pv6

RADIUS Retry Timeout: [‘3[}0

@ (0-65535
IP Address Port Secret(1-128)
RADIUS Server [10 |-l6 |-[161 -Jso | [e1z |  [sesessee | (1 show
Secondary RADIUS Server [0 |-[o |-[o |-[o | | | O show

RADIUS Accounting Server Setting

RADIUS Accounting Server IP Address Type: ® 1Pva O 1Pve

Accounting interim Interval: [3[}0 |
@ (50-85400s, 0:Disabe)

IP Address Port Secret(1-128)
RADIUS Accounting Server o |-Jo |- |-jo | [813 | | | O show
Secondary RADIUS Accounting Server |[] ||0 Hﬂ ||[] | [1813 | | 7 show
ACL Setting
Access Control List:  |Disabled
Back to WLAN List Help

Figure 5-30 WPA/WPA2/WPA-auto

WLAN Security Setting
Authentication Mode: WPA, WPA?2 or WPA-auto.

and “TKIP + AES". AES is the only opftion in cipher mode in WPA2 security. TKIP causes
bad performance on 802.11n network.
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iGroup Key Update Interval: Specify the interval for updating group key; the default
value is 86400s.

RADIUS Server Setting

----------------------------------

identify its client.

RADIUS Server IP Address Type?: Specify RADIUS sever locates in either IPv4 network or
IPv6 network; IPvé option is available if user configures IPvé network in general
network setting.

RADIUS Retry Timeout: Specify timeout for each connection request that Cin issues to

RADIUS Server.

to obfuscate passwords. This setting MUST be as the same as that in RADIUS server

ESecondary Radius Server: Specify Secondary Radius server’s IP address

ESecondary Radius Port: Specify Secondary Radius server’s port

Secondary Radius Secret: Specify Secondary Radius server’s secret

---------------

RADIUS Accounting Server Setting

RADIUS Server IP Address TypeE: Specify RADIUS sever locates in either IPv4 network or
IPvé network; IPvé option is available if user configures IPvé network in general
network setting.

EAccouniing interim interval: Specify accounting interim interval value. The range is 60-

86400s, 0 means disable.

Radius Accounting Server: Specify accounting Radius server’s IP address

Radius Accounting Port: Specify accounting Radius server'sservice port; the default

setting is 1813

Radius Accounting Secret: Specify Radius secret; it is used along with the MD5

hashing algorithm to obfuscate passwords. This sefting MUST be as the same as that in

accounting RADIUS server

Secondary Accounting Radius Server: Specify Secondary accounting Radius server's

IP address

?Secondary Accounting Radius Port: Specify Secondary accounting Radius server's

port

Secondary Accounting Radius Secret: Specify Secondary accounting Radius server’s

secret
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---------------

Configure a WLAN with either WPA/WPA2/WPA-auto security:

1. Select [Configuration->Wireless->Radio0>WLAN o edit “More..." behind the

WLAN, and then select |WLAN Security |’ro access to security configuration page.

2. Select “WPA", “WPA2" or “WPA-auto” in {Authentication Mode..

3. Select suitable cipher mode in iCipher Mode!.. If Authentication Mode! is set as

“WPA2", “AES" is the only option. If Authentication Modei is set as “WPA-auto”,
“AES+TKIP" is the only option.

4. Specify update time of group key in EGroup Key Update Interval. The default
value is 86400s

5.

6.

7.

8.

9.

10. Set Secondary Radius server IP address in Secondary Radius Server if
necessary

11. set Secondary Radius server port in ESecondary Radius Port if necessary

12. set Secondary Radius server secret in ?Secondary Radius Secret iif necessary

13. Specify accounting interim interval in 5Accounﬁng interim interval. The default

value is 300s

14.  Set Radius accounting server IP address in Radius Accounting Server

15.  Set Radius accounting server port in Radius Accounting Port

16. Set Radius accounting secret in Radius Accounting Secret

17. Set Secondary Radius accounting server IP address in Secondary Radius|

iAccounting Server if necessary

18. set Secondary Radius accounting server port in Secondary Radius Accouniingﬁ

..........

19. set Secondary Radius accounting server secret in Secondary Radius;

Accounting Secret if necessary

20.  Click [submif
21. Click to apply

NOTE: TKIP causes bad performance on 802.11n network.
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4) WPA-PSK/WPA2-PSK/WPA-PSK-auto

WPA-Personal (WPA-PSK) or WPA2-Personal (WPA2-PSK) is designed for home and
small office networks and doesn't require an authentication server. Each wireless
network device authenticates with the access point using the same 256-bit key
generated from a password or passphrase. Similar to WPA-Enterprise (WPA) or WPA2-
Enterprise (WPA2), WPA-Personal (WPA-PSK) support both TKIP and AES as cipher
mode; WPA2-Personal (WPA2-PSK) support AES as cipher mode only. If AP s
configured with WPA-PSK-auto authentication, it supports clients using either WPA-PSK
or WPA2-PSK authentication, AES+TKIP is the only option in cipher mode in WPA-auto

security.

Configuration

ss | Thin

Radio0(2.4G):WLANO Setting

| | [ wnan securiey | | e |
WLAN Security Setting

Authentication Mode: [WPAPSK

Cipher Mode: [AES+TKIP
Group Key Update Interval: '354[}0 | (=)
Pass Phrase: | | O show
@ (869
ACL Setting
Access Control List: |Disabled
Back to WLAN List | Help

Figure 5-31 WPA-PSK/WPA2-PSK/WPA-PSK-auto

Authentication Mode?: WPA-PSK, WPA2-PSK or WPA-PSK-auto.

and “TKIP + AES”. AES is the only option in cipher mode in WPA2 security. TKIP causes
bad performance on 802.11n network.

Group Key Update Interval: Specify the interval for updating group key; the default
value is 86400s.

------------------------------

from 8 to 64 characters.

Configure a WLAN with WPA-PSK/WPA2-PSK/WPA-PSK-auto security:
1. Select |Configuration>Wireless->Radio0->WLAN [to edit “More..."behind the

WLAN, and then select |WLAN Security |’ro access to security configuratfion page.

2. Select “WPA-PSK"”, “WPA2-PSK”, or “WPA-PSK-auto” in iAuthentication Mode|
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3. Select suitable cipher mode in Cipher Mode. If Authentication Mode! is set as

“WPA2", “AES" is the only option. If Authentication Mode! is set as “WPA-PSK-auto”,
“AES+TKIP" is the only option.

4. Specify update time of group key in (Group Key Update Interval. The default
value is 86400s.

#...etc.

6. Click
7. Click to apply

5) ACL Configurations

Cln Series AP/CPE supports Access Control List (ACL), it bases on MAC address
filtering. There are 3 modes in the Access Confrol List (ACL). They are "Disabled”,
“Enabled-Default Allow” and “Enabled-Default Deny”.

“Disable” - means the function of ACL is disabled.

“Enabled-Default Allow” - The function of ACL is enabled. The MAC addresses which
are specified in the ACL will consider as Allow. That means no one can access to the
base station, unless the computer which has an MAC address matches one of the
entries of the ACL with its ACL Type is Allow.

“Enabled-Default Deny” - The function of ACL is enabled. The MAC addresses which

are specified in the ACL will consider as Deny. Every computer can access to the

base station, unless the computer which has an MAC address matches one of the
entries of the ACL with its ACL Type is Deny.

Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

| | | wian security | | | [@os] | |
WLAN Security Setting

Authentication Mode: |Open

Cipher Mode: [Disabled
ACL Setting

Access Control List:  [Enabled - Default Allow

ACL InputMethod: @ Manual Input O File

Denied MAC Address: [fc705ze02e:11 3
F&7T74.baf0:d5 ]

Back to WLAN List Help

Figure 5-32 ACL-Default Allow
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Administration
Thin AP

Configuration

MNetwork : Wireless

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

| | [ wean secury | | | [ ] |
WLAN Security Setting

Authentication Mode: [Open
Cipher Mode:  [Disabled

ACL Setting
Access Control List: [Enabled - Default Deny

ACL Input Method: @ manual nput O File

Allowed MAC Address: [c705ae02a 11 )
F8:7f74:b8:0.d5 ]

Back to WLAN List Help

Figure 5-33 ACL-Default Deny

Administration
Thin AP

Configuration

Network — Wireless

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

| | wuan securty || IE |

WLAN Security Setting

Authentication Mode: [Open
Cipher Mode: ‘ Disabled
ACL Setting
Access Control List: ‘Enabled - Default Deny
ACL Input Method: (O Manual Tnput ~ ® File
MAC Address File: {Not upload yet)

Figure 5-34 ACL-ACL Input Method

‘Access Control List: Specify the modes of ACL; the options are “Disabled”, “Enabled-
Default Allow”, and "Enable-Default Deny”.

/ACL Input Method: Specify the source of ACL; user may manual input the list or
uplood the list from Tex’r file.

Denied MAC Address: Specify the MAC addresses in the list will be blocked; this
opfion is available if | Access Control List is configured as “Enabled-Default Allow”
‘Allowed MAC Address: Specify the MAC addresses in the list can access only; this
option is available if | iAccess Control List is configured as “"Enable-Default Deny”.

Disable ACL function in WLAN:
1. Select |Configuraiionl%lWireIessléqudioO|9|WLAN| to edit “More...” behind the
WLAN, and then select to access to security configuration page

2. Select “Disable” in Access Control List

3. Click
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4. Click to apply

Enable ACL function with “Enabled-Default Allow” in WLAN:
1. Select |Configuration->Wireless->Radio0>WLAN| to edit “More..." behind the

WLAN, and then select WLAN Security| fo access to security configuration page

Select “Enabled-Default Allow” in iAccess Control List

N

3. Select suitable input method in /ACL Input Method:

4. Input MAC address in Denied MAC Address; or upload a text file by pressing

“Upload File”

5. Click [Submif
6. Click[saveaApply|to apply

Enable ACL function with “Enabled-Default Deny” in WLAN:
1. Select |Configuration->Wireless>Radio0>WLAN| to edit “More..." behind the

WLAN, and then select to access to security configuration page

Select “Enable-Default Deny” in iAccess Control List

N

3. Select suitable input method in /ACL Input Method

4. Input MAC address in ‘Allowed MAC Addressor upload a text file by pressing

“Upload File"

5. Click
6. Click to apply

5.4.1.1.2.3. WLAN X (0-15) Rogue Station List

Rogue station stands for the devices that can potentially disrupt wireless networks and
can somefimes cause irevocable damage to the network owners. C1n Series AP/CPE
supports Rogue Station List fo prevent potential damages from rogue station; User
may input the rogue stafion’s MAC address into rogue station list, then this station
cannot associate to WLAN. User may manage the rogue station via
|Configuraﬁon|9|WireIess|9|RadioO|9[R_ogue Station Lisf.
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Administration
Thin AP

Configuration
¢ | Wireless |

Radio0(2.4G)
Radio0(2.4G):WLANO Setting
| K | [roge swvon st [ ] | |
Rogue Station: | ||j
| Back to WLAN List | Help

Figure 5-35 Rogue Station List

-----------------------------------

Add arogue station into rogue station list:

1. Select |Configuration->Wireless>Radio0>WLAN| to edit “More..." behind the

WLAN, and then select [Rogue Station Lisi to access rogue station list

configuration page

-----------------------------------

Click wn for adding a new entry if necessary.

Click
Click to apply

o M © N

Remove arogue station into rogue station list:

1. Select |Configuration>Wireless->radio0>WLAN to edit “More..."behind the

WLAN, and then select [Rogue Station Lisi to access rogue station list

configuration page

3. Click
4. Click to apply

5.4.1.1.2.4. WLAN X (0-15) QoS

C1n supports QoS (DSCP-to-WMM Mapping) sefting of each WLAN, User can specify
the DSCP value that Correspondence to BestEffort (BE), Background(BK), Video(Vl)

and Voice(VO). User may manage the QoS via |Configuration> |Wireless-> Radio0>
to access to WLAN X (0-15) QoS configuration page.
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Configuration Administration

¢ | Wireless | Thin AP :

Radio0(2.4G)
Radio0(2.4G):WLANO Setting

| | | [ | [oos] | |

Enable DSCP-to-WMM Mapping:

DSCP
{0-63,cannot be in the same valus)
BestEffort (BE) P4 |
Background(BK) [1& |
Video(VI) 1] |
Voice(V0) [Es |
Back to WLAN List Help

Figure 5-36 WLAN QoS

Enable DSCP-to-WMM qupingj : Enable or Disable DSCP to WMM mapping function.

Configure QoS based on a WLAN:
1. Select [Configuration->Wireless->radio0->WLAN| to edit “More..."behind the

WLAN, and then select to access Bandwidth Control configuration page
2. Setthe DSCP value under "DSCP” that Correspondence to BestEffort (BE),
Background(BK), Video(VIl) and Voice(VO).

3. Click
4, Click Save&Apply|to apply

5.4.1.1.2.5. WLAN X (0-15) Bandwidth Control

C1n supports different bandwidth control setting of each WLAN. User specifies the
maximum speed (kbps) of bandwidth based on WLAN or based on station.
Bandwidth control based on WLAN specifies limit the maximum speed of uplink and
downlink for particular WLAN. All wireless clients share the limited bandwidth in this
WLAN. Bandwidth control based on station specifies limit the maximum speed of
uplink and downlink for each associated wireless client. Wireless client cannot exceed

the limitation even it is the only client in WLAN. User may manage the rogue station

via |Configuraiion|9|Wire|ess|9|RadioO|9|Bandwidth Control to access to Bandwidth

Conftrol configuration page.
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Administration
AP

Configuration

| Wireless | Thin

Radio0(2.4G)
Radio0(2.4G):WLANO Setting
| | | | | | | | | Bandwidth Control |
Based On WLAN Based On Station
(0-1000000 Kbps, 0: Disable) (0-1000000 Kbps, 0; Disable)
uplink o | 1 |
Downlink 1] | [o |
Back to WLAN List | Help

Figure 5-37 WLAN Bandwidth Control

the range is from 0-1000000Kbps. “0" means disable. The default setting is “0".

Configure bandwidth limitation based on a WLAN:

1. Select [Configuration->Wireless->radio0->WLAN| to edit “More..."behind the

WLAN, and then select Bandwidth Control to access Bandwidth Control

configuration page

WLAN"
4. Click
5. Click Save&Apply|to apply

Configure bandwidth limitation based on a station:

1. Select |Configuroiion| ->Wireless ->radio0->WLAN to edit “More..."behind the

WLAN, and then select |BandwidthCon1roI| to access Bandwidth Confrol

configuration page

................

3. Set uplink bandwidth limitation (Kbps) for downlink in

....................

r
H
H
H
H
H

Station”

4. Click
5. Click to apply
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5.4.1.1.3. Advanced Configuration

C1n provides more WLAN parameters in radio’s advance page. User may alter C1n
radio performance by chaning the advance parameters. Please note that
inappropriate configuration may bring negative impact on the network
performance. It is not suggested to change the parameters in Advanced

Radio Settings unless you are experienced administrators. Default setting is

recommended.

Note: The Advanced Configuration for Radio0O in AP mode, Station mode, Repeater
mode, Bridge mode are the same, And the configuration will not be infroduced in

later chapter.
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About

Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)
Radio0(2.4G) Setting
| | [oan] [ agvancea | [oon ] [ ]
Advanced Setting Data Rate Setting
AMPDU: DataRate: |best (Mbps)
AMPDU Limit: 54 |(H—,q) Data Rate Setting:
AMSDU: 1Mbps: @) gpable (O Disable
Max Tx Streams: |2 2Mbps:  ® gnable O Disable
Max Rx Streams: |2 5.5Mbps: @ gpaple O Disable
Beacon Interval Auto: 1Mbps: @ gpable O Disable
Beacon Interval: [{50 | GMOps: @ gnaple O Disable
@ (40-3500)
9Mbps: @ Enable O Disable
DTIM: [i |
@ (155 12Mbps: @) gnaple O Disable
Fragmentation Threshold: [346 | 18MbpS: @ gpable O Disable
(256-2346) .
@ (256-2346) 24Mbps: @) gnaple () Disable
Protection Mode: [CTS-on| v .
! ty J6Mbps: @ Enable O Disable
Protection Rate: |2Mbp5 .
48Mbps: @ pnaple O Disable
RTS/CTS Threshold: 34T .
2 o | 54MDps: @) gnable O Disable
@ (0-2347)
Multicast Data Rate: i hd
Distance: [ | |m|n (Mbps)
@ (0-50km)
IGMP Snooping: |Enable
Multicast Traffic:
U-APSD: [
Enable Nearby AP LISt [ [earby AP List]
AirFi Setting
AirFi Mode: [
AirFi Level: |Leve| 1

Figure 5-38 Radio Advanced Setting

Advanced Setting

enabled, C1n pushes aggregated MPDU (MAC protocol data units) info a single
PPDU (physical protocol data unit). This option may improve the throughput of
802.11n network. By default, it is enabled.

enabled, C1n pushes aggregated MSDU (MAC service data units) into a single MPDU.
This option may improve the throughput of 802.11n network. By default, it is enabled.

Altai Technologies Ltd. All rights reserved



C1n Series WIFI AP/CPE Web-admin Configuration Manual
INLTIN\I]
Super WiFi TPS15-003 rev1.3

Max Tx/Rx Streams;: Specify the maximum number of fransmission streams and

receiving streams in 802.11n MIMO. The default value is 2 for both fransmission and

receiving stream.

Beacon Interval Auto: Radio0 adjusts the beacon interval itself in order to reduce the

beacon frame overhead in wireless network.

Beacon Interval: Specify interval of beacon transmissions of each supported BSS.

Each BSS share this setting. The unit is in term of millisecond (ms). The beacon interval
can be configured between 40 and 3500ms. The default setting is 100ms, i.e. 10

beacons per second.

-------------

associated clients about the presence of buffered multicast/broadcast data on the
access point. The unit is in term of second. The range is from 1 to 255. The default

value is 1.

smaller than the specified fragmentation threshold value will not be fragmented;
otherwise, the frames will be fragmented into smaller packets and fransmitted a
piece at a fime instead of all at once. The unit is in term of Byte. The range is from 256
to 2346 bytes. The default setting is 2346 bytes. It is recommended to use the default

value or only minor reductions of this default value.

Protection Mode!: Specify the protect mechanism on hidden node problem of Wi-Fi

network. This mechanism can decrease the rate of data collision wireless stations.
When the protection mode is enabled, the throughput of the AP will be a little lower
due to many of frame traffic should be transmitted.

There are 3 options: “None”, “CTS-only” and “RTS-CTS".

“None"” — no protect mechanism is used. It is the default setting.

“CTS-only” — also known as CTS-to-Self; AP issues a CTS frame to itself before sending
data. All clients will not transmit during the time.

“RTS-CTS" - AP sends a RTS frame, waits for the clients CTS frame and then sends the
data packet. It allow more robust operation, but at the expense of additional

overheads.

Protection Rate: Specify the fransmission rate of protection frame, i.e. CTS frame and

RTS frame.

RRTS/CTS Threshold: If a frame is smaller than the RTS/CTS threshold, it will be sent by the

AP without modification. If a frame is larger than the RTS/CTS threshold, then two
frames will be sent by the AP. The first frame is an RTS (request to send) frame. After

the RTS frame is sent, the AP listens for the corresponding CTS from the target client.
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Upon reception of the CTS, the AP then sends the data frame. There are tfrade-offs
when considering what value you should set for the RTS/CTS threshold. Smaller values
will cause RTS to be sent more often, increasing overheads. However, the more often
RTS packets are sent, the sooner the system can recover from collisions. It is
recommended to use the default value or only minor reductions of this default value.

The value range is from 0 to 2347.

-----------------------

adjusts the round-trip time latency according to this value. The range is from 1 to

50km. The default value is 2km.

Layer 2 device when it is configured as Switch mode. However, IGMP Snooping
implementation on AP is a little bit different than that of standard Layer 2 Switch.

Each Virtual AP (WLAN) port is similar fo a Layer 2 switch port. With IGMP Snooping
enabled in the AP, clients associated to a WLAN will only receive multicast packets if
there is at least one client joined the multicast group in that VAP. Unlike ordinary IGMP
Snooping implementation, where Layer 2 switch converts multicast to unicast and
delivers them to devices registered with the multicast group, AP should simply send
out the multicast packets from the WLAN which has at least one client joined the
multicast group. This is done because the wireless media is a broadcast media. It
does not need to be sent multiple fimes when there are more than one registered
clients.

When IGMP Snooping is turned on, multicast packets should be dropped at the WLAN
exit if there is no client from the VAP who has joined the corresponding mulficast
group.

The IGMP snooping forwarding table (port and multicast MAC address mapping table)
should support aging mechanism to age out the entry which has no multicast traffic

for a period of time.

Multicast Traffici: Enable or Disable that AP processes mulficast fraffic in WLANS. If

enabled, AP process multicast traffic in all WLANs; otherwise; AP drops the multicast

traffic.

-------------------

feature of Wi-Fi devices that allows them to save power.

Enable Nearby AP List: Enable or disable the radio scan nearby AP function, When it's

enabled, raido0 will scan nearby AP and display the nearby AP list in

Status>|Interface|>Radio0->/Channel Usage| page.

Data Rate Setting
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........................

data rate fransmissions consume more air time than high data rates. It may affect the
system performance. By disabling low data rates, AP rules out some remote clients
with poor signal strength and hence low link data rate, preventing them from
consuming foo much air time and leaves the air fime for higher data rates
fransmissions. In this way, overall system performance can be improved. The most
common way we use it is to disable low data rates (e.g., 1M, 2M) when the AP

performance is reported poor.

Multicast Traffic Data Rate Seﬂing_?: Specify the data rate of multicast packet; Cln

allows multicast packets to be sent in higher rates rather than commonly used (1
Mbps at IEEE 802.11b mode, 6 Mbps at IEEE 802.11g/a mode). This is Altai's proprietary
feature; it may be incompatible with the devices from other vendors. If the sender
and receiver, which are Altai’'s products, have the same setting, they can achieve

better multicast packet throughput performance.

AirFi Setting

software control wireless algorithm developed by Altai for optimizing network
throughput capacity performance. Using the Altai AirFi control algorithm can optimize
the wireless bandwidth for the high speed clients as well as the low speed clients (i.e.
11b and 11g clients), and as a result the system throughput can be improved

substantially.

--------------------------

--------------------------

--------------------

5.4.1.1.4. QoS Configuration

User may specify the Radio0 QoS setting via |Configurc|iion |> Wireless>Radio0]~>/QoS|.
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Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)

Radio0(2.4G) Setting

| | [ | aos [ [

Optimization Mode: () Default Optimization
O optimized for Throughput
O optimized for Capadity
® Manual Configuration

Radio(AP-side) WMM Parameters

CWMIN CWMAX AIFS ™>OoP NOACK
(0-15) (0-15) (0-15) (0-8192)
BestEffort (BE) [ | 7 | i | [4096 | O
Background(BK) 5 | [0 | 7 ] | O
Video(VI) B ] E | 0 | [0o8 | O
Voice(VO) k | B | n | [1504 | O

Figure 5-39 Radio0 QoS Parameters

Optimization Mode!: Specify QoS/WMM parameters of Radio0. There are 4 modes,

“Default”, "Optimized for throughput”, "Optimized for capacity”, and "Manual
Configuration™ .

“Default” is a set of QoS/WMM parameters as default configuration.

“"Optimized for throughput” is a set of QoS/WMM parameters that can achieve the
highest throughput for a single user.

“Optimized for capacity” is a set of QoS/WMM parameters that that can achieve
highest system throughput for multiple users, e.g. > 30 users.

When select “Manual Configuration™, User can set Radio(AP-side) WMM Parameters.
CWMIN, CWMAX, AIFS, TXOP, NOACK: Specify the value that correspond to BestEffort
(BE), Background(BK), Video(VI) and Voice(VO).

Configure Radio0 QoS Setting:
1. Select |Configuraiion|9|WireIess|9|RcdioO|9|QoS|

2. Select Optimization Mode to Specify QoS/WMM parameters of Radio0.

3. When select “Manual Configuration” Specify the Radio(AP-side) WMM Parameters
under CWMIN, CWMAX, AIFS, TXOP and NOACK.

4. Click
5. Click to apply
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5.4.1.1.5. WEP Key Setting

User may specify the WEP key for wireless security in WEP key setting via

> Wireless~>Radio0~>WEP|.

Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)

Radio0(2.4G) Setting

| | [ |2 [ wee

Key Entry Method: O Ascii Text ~ ®) Hexadecimal

WEP Key 1: | | 1 show
WEP Key 2: | | 7 show
WEP Key 3: | | ] Show
WEP Key 4: | | (7 show

-Su bmit | Help

Figure 5-40 RadioO0 WEP Key

Key Entry Method: Specify the character coding scheme of WEP key; AP interprets

WEP key either as ASCII characters or HEX characters.

WEP Key 1,2, 3, 4§:Specify the WEP key; the key is up to 26 HEX characters or 13 ASCII
characters.

Configure WEP Key for wireless security:

Pre-condition: Please specify the WLAN's security as Open with WEP or shared key.
1. Select Configuration->Wireless->Radio0(2.4G)->WEP|

Select suitable key format in Key Entry Method|

2

3. Input key phrase in WEP Key 1, 2, 3, 4
4. Click

5. Click Save&Apply| fo apply

Note: The WEP Key Setting for RadioO in AP mode, Station mode, Repeater mode,
Bridge mode are the same, And the configuration will not be introduced in later
chapter.

5.4.1.2. Radio0 Configuration - Station Mode
5.41.21. General Configuration
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C1n can works as CPE/Station. When Cln is set to “station” mode, the backhaul link

must be established through associating with the remote APs. User may configure C1n

as station in Radio's general page via |Configuration->Wireless->Radio0).

Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)

Radio0(2.4G) Setting

| Generat | S0 || [l

Enable Radio: [/]

Radio Mode: [Station

Country Code: [HONG KONG

Transmit Power: |29

Signal Level (SNR) Indicators:

Figure 5-15 Radio0 Station Setting

Signal Level (SNR) Indicators; There are 6 LEDs at the back of the C1n, 4 LEDs are used

for signal strength indication in Station mode for association with another AP. The 4

LEDs altogether shall display 8 levels of signal strength, in the following manner.

Signal level PWR LAN SS1 5S2 SS3 5S4
1 (Weakest) Blink Off Off Off
2 On Off Off Off
3 On Blink Off Off
4 On On Off Off
S On On Blink Off
6 On On On Off
7 On On On Blink
8 On On On On

Configure C1n as CPE / Station:

1. Select [Configuration|>Wireless>Radio0|

----------------------------------

-------------------------------

2
3. Select the “Station” in Radio Mode!
4

------------------------------------

setting.

5. Set desired tfransmission power in Transmit Power; the effective transmission

power is depended on the remote AP.
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6. Set the desired SNR value in Signal Level (SNR) Indicators; .

7. Click [submif
8. Click[save&Apply] to apply

5.4.1.2.2. Station Configuration

User may provide the remote AP’s information and configure the corresponding

security setting via |Configuration|9|Wire|ess|9|quioO|—)|Stqﬁon|. For more detail setting,

please click the "More..."under the "Detail”.

Administration
Thin AP

Configuration

Network  Wireless

Radio0(2.4G)
Radio0(2.4G) Setting
| || station [ IEE
WLAN ID Remote SSID Auth Mode Detail
0 open More...

[oubmit | o

Figure 5-16 Radio0 Station Sefting

----------------------

--------------------------------

-----------------------------

click “*open” for configuring. This setting must be configured correctly; otherwise, C1n
cannof associate the remote AP. Also, user may click the “More...” for more detail
station settings.

5.4.1.2.2.1. WLAN 0 General Configuration

User may provide the remote AP’s details via |Configuraﬁon|9|WireIess|9|RadioO|

Sstation] to click “More..." behind the WLANO, and then select WLAN Generall.
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Wireless
Radio0(2.4G)
Radio0(2.4G):WLANO Setting
WLAN General | | | | |
General Setting Roaming Setting
WLAN Mode: station Enable Roaming: []
Lock AP Mac: [] Scan SNR threshold: |15 |
Remote SSID: [Network 0 | [Scanl @ (0-100dB)
R ing SNR threshold:
Preferred AP0 Mac: | | oaming resho % (0-1000B) |
(0-100d8B)
Preferred AP1 Mac: | | Max Scan Interval: @ |
Preferred APZ Mac: | | @ (1-35009)

MAC Clone Setting

Min Scan Interval: [10
@ (1

(1-60s)
Enable MAC Clone: [/

Scan SNR Fluctuation E |
MAC Clone Type: @ auto () Manual Input Threshold: & (0-104e)
Wireless Mode Weighting: []
Bgscan Channel: [2412MHz(Channel 1)
(] 2417MHz(Channel 2) A
(1 2422MHz{Channel 3)
(] 2427MHz(Channel 4) v
1 2432MHz{Channel 5)
@ scan all channels if no channel is checked.
Back to Station List Help

Figure 5-17 Radio0 WLANO Setting
General Setting

should be up to 32 characters. User may select "*[Scan]” to look for the surrounding
SSID.

Preferred APO, AP1, AP2 Mac; Specify the AP that C1n should associate them

preferentially. User may specify up to 3 AP's MAC addresses in the order of priority.

MAC Clone Setting

Enable MAC Clone:: Enable or Disable MAC Clone function, when it's enabled,

Radio0 will use the cloned MAC associate remote AP. This feature supports one

laptop/PC only.

IMAC Clone Type: either input manually or cloned from connection laptop/PC

directly.

Roaming Setting
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Enable Roaming: When enabled, station performs channel scanning and roams to

other AP with better SNR based on specified scanning & roaming parameters;
otherwise, it never performs channel scanning and associates with the other AP if the

current connection is broken.

Scan SNR threshold: Station performs channel scanning if the SNR of received signall

from associated AP is worse than this threshold, (0-100dB, default value is 35).
Scan SNR Threshold must be larger (>) than Roaming SNR Threshold.

ERoaming SNR threshold: Station triggers the roaming if the SNR of received signal from

associated AP is less than this threshold. (0-100dB, default value is 30).

Max Scan Interval: Specify the maximum duration for channel scanning. (1-3600s,

default value is 60s).

iMin Scan Interval;: Specify the minimum duration for channel scanning. (1-60s, default

value is 10s)

Scan SNR Fluctuation Thresholdi: When the SNR of remote AP change in value

exceeds the threshold setting here within Min Scan Interval, Radio0 will start

background scan.

Wireless Mode Weighting: When enabled, station will be more stickier to current associated
AP.

channels if no channel is checked.

Configure C1n to associate with specified remote AP:

1. Select |Configuration->Wireless~>Radio0->Station [to click “More..." behind the

surrounding area.
4. Set up to 3 preferential MAC addresses of remote AP in Preferred APO/AP1/AP2

-------------

------------------------------

-------------

6. Check the Enable Roaming; if roaming is needed.

7. Set varies value about roaming: Scan SNR threshold, ERoaming SNR threshold,

iMax Scan Interval, Min Scan Interval, Scan SNR Fluctuation Threshold, Wireless
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8. Click [Submif
9. Click [Save&Apply| to apply

5.4.1.2.2.2. WLAN 0 Security

User may configure the wireless security that as the same as the setting in remote AP.

For the detail of wireless security in C1n, please refer to section WLAN X(0-15) Security

for more details.

Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)
Radio0(2.4G):WLANO Setting
| | | WLAN Security | | |
Authentication Mode: |Open
Cipher Mode: |Dlsabled

Figure 5-18 Radio0:WLANO Security Setting

Configure WPA / WPA2 as wireless security in Station mode (for example):

1. Select |Configuration->Wireless>Radio0->Station |to click “More..."then select

Select “WPA" or “WPA2" in Authentication Mode!

----------------------------------

--------------------------

--------------------------------------------------

Click
Click to apply

NOTE: The security setting Must be as the same as the remote AP; otherwise, Cln
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cannot connect to remote AP.

5.4.1.2.2.3. WLAN 0 QoS

The WLAN QoS configuration in Station mode is as the same as that in AP mode. For
the detail of WLAN QoS configuration in Station mode, please refer to section WLAN

X(0-15) QoS for more details.
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Administration
Thin AP

Configuration

MNetwork — Wireless

Radio0(2.4G)
Radio0(2.4G):WLANO Setting
| I [ Qos |
Enable DSCP-to.WMM Mapping: [+
DSCP
{0-63,cannot be in the same value)
BestEffort (BE) R4 |
Background(BK) [16 |
Video(VT) [0 |
Voice(V0) [B& |

Figure 5-45 Radio0:WLANO QoS Setting

5.4.1.3. Radio0 Configuration - Repeater Mode
5.4.1.3.1. General Configuration

Cln can act as wireless relay base station if it is configured as “Repeater” mode. It
relays the data between remote base station and wireless clients. Unlink “AP” mode,
C1n support up to 15 WLANSs in “Repeater” Mode since Cln uses 1 WLAN to associate

with remote AP for setting up a wireless backhaul link.

Administration
Thin AP

Configuration

Wireless

Radio0(2.4G)
Radio0(2.4G) Setting
| General | [ 2] | |[ e ]
Enable Radio: [v]
Radio Mode: |Repeater
Country Code: |HONG KONG
Transmit Power: |29
ive Tx Power may be different, depends on the
hannel.
Maximum Clients: | (1-256)
Enable Inter WLAN User Isolation: [ ]
Signal Level (SNR) Indicators: —
el el
el el el
] el L) 3
O] pB] Pl B0
@ SR Range: 20-50 dB
Figure 5-46 RadioO Repeater Mode Setting
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regulatory domain, such as maximum transmission power, available operating

frequency channel ... etc. Hong Kong is default setting.

Transmit Power: Specify the maximum transmission power (dBm) of C1n for radio0.

Maximum Clients: Specify the maximum number of users C1n serves.

Enable Inter-WLAN User Isolation: Allow or block inter-WLAN user communication. If

enabled, clients cannot communicate to each other directly when they associated
into different WLAN. By default, it is “disable”.
Signal Level (SNR) Indicators: There are 6 LEDs at the back of the C1n, 4 LEDs are used

for signal strength indication in Station mode for association with another AP. The 4

LEDs altogether shall display 8 levels of signal strength, in the following manner.

Signal level PWR LAN SS1 SS2 SS3 5S4
1(Weakest) Blink Off Off Off
2 On Off Off Off
3 On Blink Off Off
4 On On Off Off
5 On Oon Blink Off
6 On On On Off
7 On On On Blink
8 On On On On

Configure C1n as wireless relay station (i.e. “Repeater” Mode):

1. Select|Configuration->Wireless->Radio0)

Set maximum transmit power in Transmit Power:

Set the maximum number of users A2 serves in IMaximum Clients!

Check Enable Inter-WLAN User Isolation if necessary.

Set the desired SNR value in Signal Level (SNR) Indicators, .

Click [Submif
. Click Save&Applyl to apply

O ® N A W N

o

5.4.1.3.2. WLAN Configuration
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Cln Series AP/CPE radioO supports maximum 15 WLANs (SSIDs) and associate 1

remote AP simultaneously. User may configure wireless network via [Configuration>
Wireless|>Radio0 |[>WLAN.

Configuration I Administration I Tools

Thin AP

Wireless

Radio0(2.4G)

Radio0(2.4G) Setting

[ fwean]] | [ee ]

Station Configuration

'WLAN ID Remote S5ID Auth Mode Detail
15 open vore..
WLAN Configuration
WLAN Station
S SSID % Isolation 1IN T Auth Mode Access Traffic Right Uplink/Downlink Uplink/ Downlink Detail
9 Control Control
[rcao-ocal ]
Oo ] O open  [Full Access ] F ] F ] ] Mo
[ Hide ssID [ pass through | -
T
1 ] O open  |Full Access | o 0 0 More...
[ Hide ssID [ pass through | | | | | | | e |
——— Ca—
02 BZ] O open  [Full Access om0
[ Hide 551D [ pass through | -
s
O3 BE] O open  [Full Access ] F 1 F ] F ] Mo
[ Hide ssID [ pass through | -
O o] O T 1 open [FullAces b 10 1B e
[ Hide sSID - [ pass through | | | | | | | b |
ffi Netwo ]
Os e | O open  [Full Access 1] | o | [0 | b | More...
[ Hide ssID [ pass through
I —
s PEE O open  |Full Access 0 0 0 More...
[ Hide SSID [ pass through l | | | | | | D l
Oz O (I open  |Full Access D | O | 0 | D | More...
[T Hide 51D [ pass through
I —
Os BB ] O open  [Full Access B ]1p P ]wMore.
[ Hide SSID [ pass through l ]
T —
Oe P56 O open  |Full Access ] 0 0 More...
[ Hide 551D [ Pass through l ™ | | | | | | b |
1o 56 O i ] open  |Full Access 0] | o | o | | More...
[ Hide SsID [ pass through
iNGRws —
Oy BuperwihNetword e open  [FullAccess 0 0] 0] Mo
[ Hide 551D [ Pass through l ]
Oz o 1 . [FuiAses b0 10 1@ | voe.
[ Hide SSID [ pass through
13 O 1] open  |Full Access D | O | 0 | D | More...
[ Hide 551D [ Pass through
I —
14 PEG O open  [Full Access B ]1p P ]wMore.
[ Hide SSID [ pass through l ]

Figure 5-47 Radio0 Repeater Mode WLAN Setting
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5.4.1.3.2.1. Repeater Configuration

User may provide the remote AP’s information and configure the corresponding

security setting via |Configuration->Wireless->Radio0->WLAN| then click the “More..."

behind the WLAN 15 to access repeater setting page. The detail of repeater
configuration is as the same as that in “Station” mode. Please refer to section 5.4.1.2

Radio0 Configuration- Station Mode for more details.

Configuration | Administration |
Thin AP

Tools About

Wireless

Radio0(2.4G
Radio0(2.4G):WLANO Setting
WLAN General | | | | |
General Setting Roaming Setting

WLAN Mode: Repeater Enable Roaming: [ ]
Lock AP Mac: [ ] Scan SNR threshold: @5 |
Remote SSID:  [Network 0 | [Scanl (0-100d8)

Preferred AP0 Mac: | | Foaming SR threshold: % P |

Preferred AP1 Mac: | |

Max Scan Interval: 50 |

Preferred AP2 Mac: | \ @ (1-35009)
MAGC Clone Setting Min Scan Interval: % ' |
1-60s)

Enable MAC Clone: [ ]

Scan SNR Fluctuation
Threshold:

e

Wireless Mode Weighting:

|

Bgscan Channel:  []2412MHz(Channel 1)
(] 2417MHz({Channel 2) ~
(] 2422MHz(Channel 3)
(1 2427MHz({Channel 4) v
] 2432MHz(Channel 5)

® scan all channels if no channel is checked.

Figure 5-48 Repeater Mode - WLAN1S5 Setting

5.4.1.3.2.2. WLAN Configuration

Maximum 15 WLAN can be configured as access point in “Repeater” mode, the
detail of repeater configuration is as the same as that in “AP” mode. User may specify

the WLAN setting via |Configuration|9|WireIess|9|RadioO|9|WLAN| to click the “"More..."”

behind the WLANSs. Please refer to section Radio0 General configuration- AP Mode for

more details.
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Administration About

Thin AP

Configuration

Wireless

Radio0(2.4G)

Radio0(2.4G):WLANO Setting

WLAN General | | | | | ‘ | | |

Enable WLAN: []

VLAN Pass Through: []

VLAN Tagld: [{ | (1-4004)

Hide $SID: []

$SID:  frcac-local |

Enable Intra-WLAN User Isolation: [ ]

Allow DHCP Snooping Trusted Port: [ ]

Access Traffic Right: |Fu|| Access

Max Clients: [128 | (1-256)

Station Association Requirement

Reject Station Association if SNR less than D dB.

@(0-100d8, 0:Disable)

Disassociate Station f SNR drops morothan [) | co frconsane packet.
@ (0-1000B) @(1-256)
Back to WLAN List Help

Figure 5-49 Repeater Mode - WLANO Setting

5.4.1.4. Radio0 Configuration — Bridge Mode(for C1an
and C1xan)

5.4.1.4.1. General Configuration

Clan and Clxan can work as wireless bridge under either 802.11a or 802.11na mode

to build up a wireless backhaul link. User may configure Radio0 as bridge in Radio’s

general page via [Configuration> Wireless->Radio0|. This connection is a point-to-point

connection. The sefting of bridge devices MUST be the same in “Wireless Mode”,

“Radio Frequency”, and “Security”.
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Administration
Thin AP

Configuration

System = MNetwork = Wireless

Radio0(5G)

Radio0(5G) Setting

| General | | | | | ‘ |

Enable Radio: [+]

Radio Mode: |Bridge

Country Code: [HONG KONG

Wireless Mode: |SGHZ 130Mbps(802.11na HT20)

Radio Frequency: |51 80MHz(Channel 36)

< L L 1 [

Transmit Power: | 17

-Su bmit | Help

Figure 5-50 Bridge Mode

regulatory domain, such as maximum transmission power, available operating

frequency channel ... etc. Hong Kong is default setting.

Wireless Mode:: Specify wireless mode of Clan; User may configure the WLAN

standard and channel bandwidth via this option. By default, it is 5GHz 130Mbps
(802.11na HT20).

Radio Frequency: Specify the operating frequency channel.

Transmit Power: Specify the maximum transmission power (dBm) of Clan radio0.

Configure Clan radio0 as “Bridge” Mode:

1 Select Configuration->Wireless->Radio0->Generall

Select operating channel in Radio Frequency

Set maximum transmit power in Transmit Power
Click
Click Save&Apply| fo apply

O 00 N o0 O AN
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5.4.1.4.2. Static Bridge Setting

User may provide the remote AP's information and configure the corresponding

security setting via [Configuration|->Wireless|->Radio0->Static Bridge|. For more detail

setting, please click the “More..."under "Detail”.

Administration
Thin AP

Configuration

Wireless

Radio0(5G)
Radio0(5G) Setting
| | | Static Bridge | | | ‘ |
Bridge ID Remote Mac Address Cipher Mode Detail
0 L ] none More...

Figure 5-51 5G bridge sefting

-----------------------

----------------------------------

“WEP"” and "AES". The default setting is “Disable”.

5.4.1.4.2.1. Bridge General Setting

User may provide the details about remote bridge peer via |Configuration~>
Wireless-> Radio0-> Static Bridge |to click “More..."

Administration
Thin AP

Configuration

MNetwork | Wireless

Radio0(5G)

5GHz Bridge Setting

| Bridge General | | | | |

Remote Mac Address: |

| Back to Static Bridge Setting | Help

Figure 5-52 5G bridge sefting

Remote MAC Address: Specify the MAC address of remote bridge peer.
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5.4.1.4.2.2. Bridge Security Setting

User may specify the cipher mode in bridge link via |Configurc|ﬁon|9 Wireless>

RRadio0> [Static Bridgel. to click the “More..."then select |Bridge Security|. It provides

“Disable”, “"WEP"”, and "AES"” as cipher mode. “WEP" means all data is fransmiftted
with WEP encryption. The type of WEP encryption and key settings are determined by
the entries in the WEP Key Table. AES provide stronger data protection than WEP. User
is required to provide a 128-bit HEX pass phrase for data encryption.

Administration
Thin AP

Configuration

Network ~ Wireless

Radio0(5G)
5GHz Bridge Setting
| | | Bridge Security | | |
Authentication Mode: Open
Cipher Mode: [Disabled
Back to Static Bridge Sefting | Help

Figure 5-53 5G bridge security setting-Open & No security

Administration
Thin AP

Configuration

MNetwork ~ Wireless

Radio0(56)
5GHz Bridge Setting
| | | Bridge Security ‘ | |
Authentication Mode: (Open
Cipher Mode: |WEP
Default WEP Key: [f | (1-4)
Back to Static Bridge Setting | Help

Figure 5-54 5G bridge security sefting-Open & WEP

Administration
Thin AR

Configuration

Network

Wireless

Radio0(5G)
5GHz Bridge Setting
| | | Bridge Security | | |
Authentication Mode: Open
Cipher Mode: |AES
Pass Phrase: |_ |7 show
@ (128-Bits HEX Key)

Back to Static Bridge Setting | Help

Figure 5-55 5G bridge security sefting-Open & AES
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-----------------------------------

options: “Disable”, “WEP"” and "“AES".

“Disable” - no encryption is used for data fransmission over the bridge link.

“WEP" - WEP encryption is used for data fransmission over the bridge link. The type of

WEP encryption and key settings are determined by the entries in the WEP Key Table.

“AES"” - AES encryption is used for packet encryption over the bridge link. A 128-bit

HEX pass phrase is required.

Default WEP Key:: Specify which WEP key is used; this option is available only if cipher

mode is set as “WEP"

------------------------------

mode is set as "“AES"

IE Warning: The configuration of bridge security MUST be the same in both bridge
peers; otherwise the bridge link cannot be established.

5.4.1.423. QoS Setting

The QoS configuration in Bridge mode is as the same as that in AP mode. For the

detail of QoS configuration in Station mode, please refer to section WLAN X(0-15)

QoS for more details.

Administration
Thin AP

Configuration

Wireless

Radio0{5G)
5GHz Bridge Setting
| I [ qos |
Enable DSCP-to-WMM Mapping: [
DSCP
(0-63,cannot be in the same valug)
BestEffort (BE) 4 |
Background(BK) [16 |
Video(VI) ] |
Voice(V0) [B& |
| Back to Static Bridge Setting Help

Figure 5-56 5G bridge Qos sefting

5.5. Thin AP Configuration

C1n Series AP/CPE support thin AP mode. In thin AP mode user need an Access

Controller (AC) to control and manage all the APs.
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In Thin AP mode:

AP will accept the wireless access controller's management;
AP Execute 802.11 PHY and MAC layer function;

AP will complete encryption/decryption of 802.11 packets;

AP will complete Radio interface statistics ...efc.

AC controls AP and gives the configuration information to AP;

AC conftrols user’s access to a wireless network, user’'s data forwarding and data

statistics;

AC response for user's roaming management and security conftrol...etc.

User may configure Thin AP via [Configuration->[Thin AP|.

Administration
Wireless | Thin AP

Thin AP Configuration

Enable Thin AP: [/

Primary AC Address: [10.6.161.67

Secondary AC Address: |[] 0.0.0

AP Name: |

AP Location: |

AC debug level: |[}

Managed Radio: [Vl Radio0(2.4G)
Creat Manage Wian Switch: []

WLAN Change Action: (® Close All WLAN
O Close Tunnel WLAN

Figure 5-57 Thin AP Configurations

--------------------

Primary AC Address;: Specify the Primary AC’s IP address or domain name. Thin AP
can also acquire AC's IP address fromm DHCP Server by DHCP options (DHCP optioné0
or option 43) when it's configured to a DHCP client.

ESecondory AC Address: Specify the Secondary AC’s IP address.

i : Specify the Thin AP’s name if necessary.

AC debug level: Set AC debug level information (from 0-10).
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Managed Radio;: Specify the Radio0 can managed by AC.

Creat Manage Wlan switch: Specify whether create manage WLAN on thin AP. If
create a manage WLAN, When thin AP is disconnected to AC, User can also
manage this thin AP through manage WLAN.

WLAN Change Action: When the thin AP is disconnected to AC, It can close all WLAN
or Tunnel WLAN.

Configure the thin AP Mode:
1 Enable VLAN via [Configuration| ->Network| ->VLAN

Select |Configuration|—>h‘hin AP)

-------------------------------------

Specify the primary AC IP address in EPrimary AC Address

Specify the Secondary AC IP address in ESecondary AC Address

Specify the /AP Locatio 1 when it’s needed

Select /AC debug level when it's needed

O 00 N o AN WWN

Specify the Managed Radio of C1n

o

Check the Create Manage Wlan Switch; if necessary

Select Close All WLAN or Close Tunnel WLAN When the thin AP is disconnected to
AC

12 Click

13 Click to apply

J—
J—

Notice: When C1n enables DHCP client, it supports DHPC Option 60 in both IPv4 and
IPvé. Administrator can specifies a DHCP Option 60 string up to 32 characters.
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General Network Setting
Network Setting WAN/LAN Interface Assignment
Network Setting: [Switch Mode v | Ethernet: * wan
Enable IPv6: Radiol(5G):
Enable NAT Mode:
WAN Setting(IPv4) LAN Setting(IPv4)
Internet Connection Type: |DHCP v | LAN IP Address:
Enable DHCP Option 60: & LAN P Address Mask: Dss | D65
DHCPOption60: [BRaAP ]
7]
WAN Setting(IPve) Ethemnet Setting
Internet Connection Type:  Spanc v Ethernet Mode: [0 v |
STP Setting

Enable STP Mode:

Submit | Help

Figure 5-58 DHCP Option 60 setting

6. Administration Configuration
6.1. User Admin

C1n supports three authentication options (Local/RADIUS/RADIUS + Local) for logging
in web GUI. When user use RADIUS/RADIUS + Local for logging in web GUI, C1n
support maximum two RADIUS servers (one for backup).

User may modify the password of administrator account and select the mode of

logging in web GUI via |Administration->User Admin|. The default username is

“admin”, and default password is “admin”.

Status Configuration

User Admin =~ Web Admin

User Admin

UserName: |admin

Password: | |

Confirm Password: | |

Login Authentication Setting
Authentication Type:  JETETRNTEL TS )]
RADIUS Authentication
RADIUS+Local Authentication

Figure 6-1 User Admin
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‘Authentication Type?: Here can select Local Authentication, RADIUS Authentication or
RADIUS + Local Authentication

Local Authentication: Support 3-level User Login (root/admin/guest)

RADIUS Authentication: Authenticate user through RADIUS; if no response returned
from RADIUS server, AP fallbacks to local authentication

RRADIUS +Local Authentication: Login AP with local user login or RADIUS user login

6.2. Web Admin

User may specify the refresh interval of C1n web page and enable or disable system

log for diagnostic purpose via |Administration>User Admin|.

Status

User Admin

Configuration

Administration
Web Admin C

Firmware Update

Certificate

Web Administration
WEB Setting System Log Setting
Auto Refresh Interval: [10 M@ Enable Syslog:
SeveriPAddress: o .o Lo b0 |
Severity: [Informational

Figure 6-2 WEB Administration

‘Auto Refresh Interval: Specify the refresh interval that Cln refresh its web page

automatically. The default setting is 10s.

------------------------------------

log by configuring digit of Kernel Log Level. The following table lists Severity log level

which is presented by digits.

Digit Severity Level
0 Emergency
Alert
Critical
Error
Warning
Noftice
Information
Debug

N[O [ A WIN|—

' ' Table 6- 1 Syslog severity
Server IP Address: Specify a remote syslog server that C1n sends the log messages;

System Log allows Cin to send system log messages to a System Log server
instantaneously. Administrator can choose either Local System Log Server or Remote

System Log Server.

Altai Technologies Ltd. All rights reserved



C1n Series WIFI AP/CPE Web-admin Configuration Manual
INLTIN\I]
Super WiFi TPS15-003 rev1.3

ESysIog severity?: Specify which severity level of log that C1n sends to remote syslog
server. The severity options are listed in Table 6-1.

6.3. SNMP Setting

Simple Network Management Protocol (SNMP) is a Network management proftocol
used almost exclusively in TCP/IP networks. SNMP provides a means fo monitor and
control network devices, and to manage configurations, statistics collection,
performance, and security. C1n supports SNMP protocol that user may use ALTAI
Wireless Management System (AWMS) or a third party NMS to manage C1n Series
AP/CPE. User may specify the SNMP setting via |[Administration|->SNMP|. Also user may

click “€" to specify the SNMP manager if necessary.

Administration

Certificate

SNMP

SNMP Configuration

Enable SNMP:

Read Community: [public |

Write Community: |D..Ill ||:|Sh0w
Trap Host ID Trap Host Trap Port Trap Community Enable Detail
1 NA 162 public No 4
2 NA 162 public No 4
3 NA 162 public No 4
4 10.6.161.70 162 public Yes B4}
s

Figure 6-3 SNMP Configuration

correct, Cln responds with the requested information from NMS; otherwise, Cln

simply discards the request and does not respond. The default setting is “public”

-------------

correct, NMS can modify C1n configuration; C1n simply discards the request and
does not respond. The default setting is “netman™.

Press g To edit Trap Host

Enable SNMP function in Cln:
1. Select |Administration|>SNMP|

................................

2. Check Enable SNMP} tfo enable SNMP protocol

3. Specify the string in both Read Community, and Write Community: that are

identical in the NMS's setting.
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4. Click [submif
5. Click Save&Apply| to apply

6.3.1. Trap Host Setting

User may click “ 1o specify the SNMP manager if necessary.

Administration

Certificate | Firmw

User Admin | Web Admin

SNMP

Enable Trap:

Trap Host1D: 1

Trap Host: g o ljo l o |

Trap Port: |162 |

Trap Community: Ejblic |
® length: 1-50

Trap Community: Specify the string of tfrap community information.

Configure a trap hostin C1n:

1. Select [Administration>SNMP| then click “£]"

2
3
4.
5

Specify the community string in Trap Community; that is identical in the NMS's

setting.

6. Click [submif
7. Click Save&Apply] to apply

6.4. Certificate Management
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C1n support HTTPS for its web portal, user may upload his SSL certification file and key

file to C1n. User may manage SSL certification file and key file via |[Administration>

Certificate| to access Certification Management page.

Administration

Certificate

Status

User Admin

Configuration
SNMP

Web Admin Firmware Update

Certificate Management

Http CertFile: | Browses- |No file selected.

Http Key File: Browse- |No file selected.

Certificate Status: Valid certificate

Figure 6-5 Certificate Management

Configure C1n with customized SSL certification file and key file:

1. Select |Administration>|Certificate|
2. Specify certificate file by clicking [Choose File| in Http CerfFile, then click
3. Specify key file by clicking [Choose File in [Http Key File, then click [Upload|.

4. Click

5. Click to apply

6.5. Firmware Update

User upgrades or downgrades the Clin firmware via |[Administration-> Firmware|

to access firmware update page. It is highly recommended that please

reboot once BEFORE performing firmware update.

Status

User Admin

Configuration Administration
Web Admin | SNMP | Cerfificate = Frmware Update = Factory Default

Firmware Update

Flash Firmware

Upload an Firmware image file to reflash the device:

| Browse

(® Keep all settings () Keep Network Address settings only O Full Factory Resst

Upload image

Figure 6-6 Firmware Upgrade
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é' Caution: Do not interrupt the process of firmware update. Please maintain
network connection and power supply. C1n Series AP/CPE will not function properly if
interruption happened during firmware update.

Update the Cln firmware via web portal:

1. Select|A rdmlnlsirqm -> [Firmware Update

2. Specify the firmware image file (.bin)in local directory by clicking

Gﬁ‘ @ | « jswang » product release v | $¢ || 22 product release )
Flash Firmware @Ry ERes
Upload an Firmware image file to reflash the devi N T 2 &
I Browse* s TR __ A2n_1.2.6902_2014-10-21.bin
mam | ABn_1.23.1258_2013-07-10.bin

®) Keep all settings O Keep Network Address o U REEENOR ASn_1.2.4.1821.T16_3_2014-06-13.bin

. A8n_1.2.6.902_2014-10-21.bin
| A8n_1.2.6.1203_2015-02-16.bin

AR
| C1n_1.2.6.902 2014-10-21.bin

= S %) 2te-2.2.3.206.5y5
= e %) 1te-2.2.3.302.sys

& Windows7_0S (C)

ca TIBER (D)

cu Tools (E3)

o ¥20% (F)

- « - .
REENE C1n126902.2014-10-20bin ~ | HARE) -
(i on:i] [ Comoel ]

Figure 6-7 Select firmware file

3. Press Upload image| to begin the update, the keep all sefttings allow user to
keep the current configuration after update

Configuration

Administration
SNMP | G

Firmware Update

Firmware Update

Flash Firmware

Upload an Firmware image file to reflash the device:

|D:\jswang\product release\C1n_1.2 Bromges

®) Keep all settings O Keep Network Address settings only ) Full Factory Reset

I Upload image I

Figure 6-8 Press Upload Image to start firmware update

Keep all seﬂin_g__§§ : All configuration will be kept after upgrading or downgrading.
Keep Network Address settings only : The configuration about the network settings
like IP address and VLAN will be kept after upgrading or downgrading.
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Super WiFi

Full Factory Reset : All configuration will be lost and back to factory settings after
upgrading or downgrading.

4.  Cln will run the checksum on the firmware, once it validate the firmware, press

proceed [to continue.

Configuration Administration

Status
Frmware Update

Firmware Update

Flash Firmware

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed" below to start the flash procedure.

+ Checksum: 8az1dff358bco63adc1asd32d390638a

+ Size: 6.56 MB

Figure 6-9 Press "Proceed”

5. You will find following upgrading status bar:

Firmware Update

Flash Firmware

The system is flashing now.

DO NOT POWER OFF THE DEVICE!
Wait a few minutes until you try to reconnect. It might be necessary to renew the address of your computer to reach the device again, depending

on your settings.

4%

Figure 6-10 Progress of firmware update
6. ClInwillreboot and load the Main page after firmware update.
Login with username and password, check the firmware version on the top right

corner or go fo the “About” page.
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INLTA\I N

Uptime: 00h 02min 115
Changes: 0
Dowinload Logs

Status Administration

Product Version

Configuration

C1n Super WiFi CPE

Product Information
Product Name: C1n

Product Code:

Product Serial Number:
Product Model: WAL011N-G

Hardware Version
Version: 1.1

4C1n-1.1 (Aug 1 2014 - 18:20:16)

Company Information

Company Name: Altai Technologies Limited
Technical Support: support@altaitechnolegies.com
Web Site: http://www.zltaitechnologies.com
Company Address:

Figure 6-11 Information after firmware update

6.6. Restore Factory Default

There are 2 ways to reset the system back to factory default settings. User may reset
the system via:
e Web portal;

e Hardware reset button

6.6.1. Reset back to factory default via web GUI

User can reset the Cl1n back to factory default settings via [Administration> [Factory|

to access Restore to Factory Default page. User may clear all the setting with

or without restoring the current IP address.

Configuration

Factory Default

Restore to Factory Default

| Restore to Factory Defaut

Keep Network Address settings

All Settings would be reset to factory defaults.
Warning: If the checkbox is unchecked, Web and Telnet connections with the current IP address will be lost once the default settings
are applied.

Figure 6-12 Restore to Factory Default

Restore C1n configuration to factory settings:

1. Select |Administration>[Factory Defaul
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2. Check the option in Keep Network Address Settings if user wishes to retain the

current IP address.

3. Press |Resei to Factory Defaulﬂ

Once restore to factory default configuration, user can login to the Cln with the
following information:

C1n Series default IP address: 192.168.1.222

Username: admin

Password: admin

6.6.2. Reset back to factory default via reset button

Figure 6-13 Reset Button

Hardware reset button have 2 functions:
* Soft-reboot [equivalent to Ul: Reboot).
o Press & Hold the reset button until you see four signal level LEDs
blink once
o Then release it immediately
* Reset to factory default [equivalent to Ul: Reset factory (NOT retain
network address)]
o Press & Hold the reset button until you see four signal level LEDs
blink once
o Continue pressing the button until you see four signal level LEDs blink
twice consecutively
o Then release it immediately
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6.7. Backup/Restore

Cln provides a Backup / Restore function that user backup or restore the

configuration easily and quickly. User may backup or restore the Cln configuration

via [Administration>Backup/Restore|.

Configuration Administration

Backup / Restore = Customization

Admin Backup/Restore
Backup Configuration File

« Create backup

Restore Configuration File

» Upload Backup Archive:
| Browse

Restore backup

Figure 6-14 Backup/Restore

Backup C1n configuration:

1. Select |Administration>Backup/Restore]
2. Press|Create backup| and save it.

Configuration Administration

Certificate | Firmwar Factory Default = Backup { Restore

Admin Backup/Restore
Backup Configuration File

« Create backup

Restore Configuration File

« Upload Backup Archive:
| Browse-

Restore backup

Figure 6-15 Backup

Restore C1n configuration from backup configuration file:

1. Select |Administration->Backup/Restore]
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Backup / Restore

Admin Backup/Restore
Backup Configuration File

« Create backup

Restore Configuration File

» Upload Backup Archive:
| wws |
Browss Restore backup

Figure 6-16 Restore Backup
2. Specify the configuration in local directory by clicking

=]
)=/ « Users » Administatorahai-PC » AN » BT P
GRS G el =~ [0 @
Backup Configuration File N - oz * - -
o rese wEun s TE [z 20
A = 33345 (Qpcap 20
Restore Configuration File O e I 3334%.pcap 20
y — ¢ L A20.12.41821 2014-04-07kin 20
— Browsa™ SR 8] At ping testdoo 20(%
&) Altai A3c Catalog (Eng) 15012L.doc 20
. ) Al A3-Ei Catalog (Eng) 150070dec 20
: g = -i_] Altai Adw Catalog (Eng) 150121.doc i
LA R shiai_fiedd_upgrade-1.2.6-v1.055p 20
s TEE (D) & shai-2.320601sys 20
ca Tools (B i) AwWiS TEST.doex o
s Fio® (F) R — 3
FERE(NDE: altai field_upgrade-1.2.6-v1.0.zip - imn ']
[ox ][ Coxel |

Figure 6-17 Select the backup file

3. Click |Restore backup [to restore the configuration file.

Admin Backup/Restore
Backup Configuration File

» Create backup

Restore Configuration File

+ Upload Backup Archive:
IC:\Users\Administrator.altai—PC\De. Browse""

Restore backup

Figure 6-17 Press “Restore backup” to start restore

6.8. Customization

Cln supports factory restore customization; user may specify the desired

configuration as factory default settings. User may manage configuration
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customization via |[Administration>|Customization| to access Default Configuration

Customization page. The important customize file are system, network, and wireless.
They are used for customize the system, network, wireless default configuration

information respectively.

‘Customization License

Default Configuration
Default Configuration Customization

Default Configuration Customization
Here you can upload a customization profile and install it.

= Product Customization Template

Product Customization Profile:

Browse**

Figure 6- 18 Default Configuration Customization

Customize a configuration as desired default settings:

1. Download the template by clicking Product Customization Template and save it.

Toals

Firmware Update

Default Configuration

Default Configuratio Savein |5 4% v @2 &

¢ Default | Backup / Restore | Customization | License

Here you can upload a custo

« Product Customization HyHecent
Documents

Product Customization Profile @

Choose File | Mo file chosel
Desktop Install

My Documents

My Computer

File name: |factnry_default zip ~ | L Save ]

-

Save as type: |WmHAH ZIP archive ~ | [ Cancel ]

My Metwark,

Figure 6- 19 Save the products custom templates to the specified directory
2. Use 7-zip software to open the template file, and edit the files in the

factory_default.zip.

& Caution: Do not unzip the file during edit; otherwise, error may appear after
uploading the customization file. 7-zip is recommended software to use in
customization.
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3. Edit the desired setting in system, network, and wireless files.

I-7ip File Manager

File Edit Wew Favorites Tools Help
=
b om v o o= X d
Add  Extract Test  Copy Mowve Delete Info
l’} |@ [:Yalkai_ConfigurationtAZntCustomerizationtf actory _default. zipifactory_defaultdefaulty A
Mame Size Packed Size  Modified Created Accessed Attributes Encrypted | Comment CRC B
(Cinfo 562 226 2014-04-07 19:48 ] - 13E09160  SI
bern 206 78 2014-04-07 19:48 - DSFFFo84 D
thinap 1 1 2014-04-07 19:48 - 32070693 Sl
blacklist 28 28 2014-04-07 19:48 - FPFC3FEL  SI
nietwark, 454 159 2014-04-07 19:48 - TIHMFZFCZ D
luci_statistics 1 1 2014-04-07 19:45 - 32070693 5l
snmpd 1 1 2014-04-07 19:48 - 32070693 Sl
wireless 895 232 2014-04-07 19:48 - S6BB31C4 D
password o 0 2014-04-07 19:45 - 0000ooaa S
tempsensor 1 1 Z014-04-07 19:45 - JEDF0693 S
alarm 26 26 2014-04-07 19:45 - 1D97E121 &l
utilities 29 29 2014-04-07 19:48 - 23428331 Sl
cmd 1 1 2014-04-07 19:48 - 32070693 Sl
event 25 25 2014-04-07 19:45 - G521E6CA 3l
haci 1 1 2014-04-07 19:48 - 32070693 S
< | b
1 ohject(s) selected 206 206 2014-04-07 19:48

Figure 6- 20 files under "default”
4. Right click on the file and select "Edit the file to customize (open with notepad),

click the "Save" and exit after edit

A D:\Altai_Configuration\AZn\Customerization\factory_default.zip\factory_default\default}

File Edit Yiew Favarites Taools Help
+ (W N S "W B network - Notepad
Add  Extract Test Copy Move File Edit Format View Help
. config 'general' 'general’
l_f |@D.\AIta|_C0nf|gurat|on1,A2n1,Cust option 'ip_iddress' '10.8.9.123°
Mame Size option 'subnet_mask' '255.255.255.0°
] option 'default_gateway_address' '102.168.1.1°
Dinfo 562 Tist 'dns_server_ip_address' "'
p.
[t system 206 option 'wlan_enable’ '0'
= thinap 1 option 'wlan_management_id' ‘1’
[ blackist 25 option 'vlan_native id' '1l’
- option 'vlan_native_tagging' '0' i
B network 454 . option 'internet_connection_type' 'static’
[t haci_statistics 1 fJeconfig 'stp’ Cstp’ o
snmpd 1 option 'stp_enable o]
W|reless 98
password i}
tempsansor 1
alarm 26
[ utities 23
cmd 1
event 25
Iuci 1
4 | >
< i L3
1 object(s) selected 454 454 2014-04-07 19:48

Figure 6- 21 Customized network settings

5. Access the Default Configuration Customization page via |Administration>
Customization.

6. Specify the customization file in local directory by clicking [Choose File

7. Press button

8. Restore Cln to factory default after upload success.
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@ Warning: Customization will take effect after reboot. Since improper
customization may cause malfunction of C1n, please contact Altai support
team for any queries.

6.9. License

C1n supports license management functions for defining Radio module operating

mode. User may manage the customized license file via [Administration]>License].

Configuration Administration

Neb Admin | SNMP | Certificate | Firmware Update

License Management

License Installation

Here you can install a license file to enable/disable corresponding feature(e.g. wireless mode 11n).

License File:

Browse

Figure 6- 22 C1n license management

Uploada license file to C1n:

1. Select |Administration}->License]

2. Specify the license filein local directory by clicking

3. Press button

7. Tools

C1n provides useful tools for radio planning, diagnosis, and device's maintenance.

7.1. Channel Scan

C1n Series AP/CPE provides a channel scanning tool; user is able to know the status of
2.4GHz radio (C1n and Cixn) or 5GHz radio (Clan and Clxan) in the surrounding
ared. Throughout this tool, user may collect noise floor, percentage of channel busy,
and the number of AP in particular radio channels. User may configure this Wi-Fi

network based on such useful information. User may perform channel scan via

Tools~>Channel Scan|.
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Administration
dog

Status
Channel Scan

Configuration

Watch

Radio0(2.4G)

Channel Scan

Start Scan:

Duration: |1 00

(100-1000)ms

Scan Status: Rez dy

Figure 7-7-1 Channel Scan

--------------------------

----------------------

------------------------------

be “Ready”, “In Progress”, and “Success”.

“Ready” means that the radio can perform scanning.

“In Progress” means that the radio is scanning.

“Success” means the scanning is finished. User may review fthe result or scan the

channel again.

Scan the channel status of radioO:

1. Select [Tools~>/Channel Scan~>Radio0|

----------------------

2.
3. Press
4.  Wait until the scan status change to “Success”. The scanning will take

approximately 20 seconds

7.1.1. Overview Info

User may review the information about channel usage via Tools-> [Channel Scan/>

Radio0~> [Overview|. The information includes “Noise Floor"”, “Busy %", and “no. of AP".
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Status
Channel 5can

Configuration Administration About

Radio0(2.4G)
Channel Scan
son s
Duration: |1 00
(100-1000)ms
Scan Status: Syuccess
Scan Time: Wed Apr 29 15:28:18 2015
Channel Scan Result
Overview
Sector0
Channel 1 2 3 4 5 6 7 8 9 10 11 12 13
Noise Floor -92 93 03 93 -03 -92 -93 -93 -93 03 -92 93 -96
Busy % 55 35 17 26 21 75 30 19 17 32 82 31 45
No. of AP 10 0 0 1 1 13 1] 0 1 0 6 1] 0

Figure 7-2 2.4G Channel Scan

NNoise Floor(dBm):Noise floor of 2.4GHz channels.

e ——— 1
H

BusyZ%: Busy state percentage of 2.4GHz channels.

7.1.2. AP List Info

User may review view 2.4G AP List Info around C1n via [Tools~>/Channel Scan>Radio0|

S|AP List. It includes SSID, BSSID, Authentication Mode, Cipher, Channel, Date Rate
and SNR.
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Status
Channel Scan

Configuration Administration About

Radio0(2.4G)

Channel Scan

Start Scan:

Duration: [100
{100-1000)ms

Scan Status: Success

Scan Time: Wed Apr 29 15:28:18 2015

Channel Scan Result

SSID BSSID Auth Mode Cipher Channel Rate(Kbps) SNR(dB)

CITYUSRI 00:23:89:34:8c:b0 open noneg 11 34000 28
CITYUSRI-WPA 00:23:89:34:8c:b1 wpa thip 11 54000 38
jason-test-open 00:19:be:80:b2:19 open none 11 130000 46
CITYUCB 00:23:89:75:0a:2 open none 11 34000 20
CITYUCB 00:23:89:34:8c:b2 open none 11 54000 38
CITYUSRI 00:23:89:75:0a:f0 open none 11 54000 19
Superwifi Metwork 0 00:19:be:80:b2:0d open none 1 130000 48
CITYUSRI 00:23:89:34:6c:90 open none 1 54000 20
Superwifi Network 0 00:19:be:00:50:0c open none 1 130000 34
Superwifi Network 0 00:19:be:a3:06:82 open none 1 216700 39

Figure 7-3 2.4G AP List Info

@Cauﬁon: During the process of channel scan, all WiFi clients associated to C1n
Series AP/CPE via 2.4G or 5G channel will be drop for approximately 15-20 seconds.
The operation for 5G Radio of Clan/C1xan be the same to 2.4G Radio.

7.2. Diagnosis

Press IIooIs ->Diagnosis| to start the diagnosis.

12.1.1. Ping to Host

Press IIooIs -> Diagnosis| -> [Ping| to start the ping.

Altai Technologies Ltd. All rights reserved



C1n Series WIFI AP/CPE Web-admin Configuration Manual
INLTIN\I]
Super WiFi TPS15-003 rev1.3

Configuration

Administration About

Diagnosis

Ping - Traceroute
Ping Test
Ping IP Address/Host Name: [ |
@ (@ample www.domain.com)
Packet Count: lq; |
®(1-10000)
Packet Size: @ |
@ (0-655008ytes)
Output

o results returned

Figure 7-4 Ping to Host

12.1.2. Traceroute to Host

Press [Tools| -> |Diagnosis| -> Traceroute| to start the trace.

Altai Technologies Ltd. All rights reserved



C1n Series WIFI AP/CPE Web-admin Configuration Manual
INLTIN\I]
Super WiFi TPS15-003 rev1.3

Configuration

Administration About

Diagnosis = Watchdog

Ping - Iraceroute
Traceroute Test
Destination IP Address/Host Name: |_
@ (example www.domain.com)
Enable Resolve IP addresses: [ |
Timeout: |3 | (1-100s)
Pings Per TTL: |3 | (1-100)
Maximum TTL: B[] | (1-100)
Output

o results returned

Figure 7-5 Traceroute

Destination IP Address/Host Name i Type in the target IP address or target Host name.

Enable Resolve IP Address: Enable or disable IP address resolve.

7.3. Watchdog
7.3.1. Schedule Reboot

Schedule reboot Watchdog is an electronic fimer that is used fo detect and recover

from system malfunctions. That is timer for periodic reboot and Periodic upload log.

User may enable the watchdog via |'I'oo|s| —>|WctchdogJ.
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Status

I Configuration I Administration I
Watchdog

Schedule Reboot

Ping Watchdog

Periodic Reboot:
Random Delay:

Schedule Mode:

Toals

About

Schedule Reboot

1]
O
Osun Cmon T 1ues Clwed [ thur

O Osat
Periodic Mode: [I_ | (Days)
@ 0-30Days, 0 means Periodic mode disabled
Periodic Upload Log: W]
Random Delay: [ ]
FTP Server User Name: | |
FTP Server Password: | | [] Show
FTP Server IP Address: ) o 5] | |
FTP Server Port: 21 |
Schedule Mode: [Jsun [mon [J1ues [Dwed [thur
O Dsat
Periodic Mode: [I_ | (Days)

@ 0-30Days, 0 means Periodic mode disabled

Submit

' ' Figure 7-6 Watchdog Setting
iPeriodic Reboot: Enable or Disable the periodic reboot function, by default, it is

disable.

Random Delayé: Enable or disable a random delay on scheduled reboofing time; it

prevents all APs reboot at the same time. If all APs reboot at the same time, the

service may be suspended completely. By default, it is disabled.

Schedule Mode:: Specify the reboot time.

-------------------------------------

Periodic Upload Log_?: Enable or Disable the periodic upload log function, by default, it

is disable.

Random Delay: Enable or disable a random delay on scheduled upload time; if all

APs are upload log at same time, it may cause network very busy. By default, it is
disabled.

FTP Server User Name:: Type in the FTP account user name.

FTP Server Password: Type in the FTP account password.

FTP Server IP Address;: Type in the IP address of FTP server.

------------------------------------

Schedule Mode!: Specify the time for uploading log file.

Periodic Mode: Set the periodic time for uploading the log, the max period is 30days.
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7.3.2. Ping Waichdog

This feature allows devices to ping the target host periodically.

Administration

Configuration
Diagnosis = Watchdog

Schedule Reboot - Ping Watchdog

Ping Watchdog

Enable Ping Watchdog: [+

IP Address To Ping: |[} | |[] | |[|. | p |

Ping Interval: [300 |

Startup Delay: QD[] |
@

(60-300 Secends)

Failure Count to Reboot: [3 |

' ' Figure 7-7 Ping watchdog
iEnable Ping Watchdog:: Enable or disable ping watchdog.

IP Address To Ping: Set the target IP address to ping.

--------------------------------

-----------------------------------

ICMP echo requests are sent by Ping Watchdog. The default value is 300 seconds. 60
seconds is recommended value for the Startup Delay as the network interface and
wireless connection initialization takes a considerable amount of time if the device is

rebooted.

Failure Count to Reboot: Failure Count to Reboot Specify the number of ICMP echo

response replies. If the specified number of ICMP echo response packets is not

received continuously, Ping Watchdog will reboot the device. The default value is 3.

8. C1n Series Information

The "About” in the web layout shows the hardware, software version and information

of company.
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Configuration Administration

C1n Super WiFi CPE

Product Information
Product Name: C1ln

Product Code:

Product Serial Number:
Product Model: WAL011N-G

Hardware Version
Version: 1.1

Software Version

Version: 1.2.6.902

Bootrom: U-Boot 1.1.4-C1n-1.1 (Aug 1 2014 - 18:20:16)
MIB: 1.2

Company Information

Company Name: Altai Technologies Limited

Technical Support: support@altaitechnologies.com

Web Site: http://www.altaitechnologies.com

Company Address:

Figure 8-8-1 C1n Series “About”

Details of C1n Series AP/CPE Information:
Production Information; This shows the name, code, serial number, product mode

information of C1n.
Hardware Version: Display the hardware version of C1n.

Software Version: Display the software version of firmware and MIB.

iCompany Information;: Display information of Altail.
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